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Abstract

Large Language Models (LLMs) have raised increasing con-
cerns about their misuse in generating hate speech. Among
all the efforts to address this issue, hate speech detectors play
a crucial role. However, the effectiveness of different detec-
tors against LLM-generated hate speech remains largely un-
known. In this paper, we propose HATEBENCH, a framework
for benchmarking hate speech detectors on LLM-generated
hate speech. We first construct a hate speech dataset of 7,838
samples generated by six widely-used LLMs covering 34
identity groups, with meticulous annotations by three label-
ers. We then assess the effectiveness of eight representative
hate speech detectors on the LLM-generated dataset. Our
results show that while detectors are generally effective in
identifying LL.M-generated hate speech, their performance
degrades with newer versions of LLMs. We also reveal the
potential of LLM-driven hate campaigns, a new threat that
LLMs bring to the field of hate speech detection. By leverag-
ing advanced techniques like adversarial attacks and model
stealing attacks, the adversary can intentionally evade the de-
tector and automate hate campaigns online. The most potent
adversarial attack achieves an attack success rate of 0.966,
and its attack efficiency can be further improved by 13 —21x
through model stealing attacks with acceptable attack perfor-
mance. We hope our study can serve as a call to action for
the research community and platform moderators to fortify
defenses against these emerging threats.'

Disclaimer. This paper contains examples of hateful and abu-
sive language. Reader discretion is recommended.

1 Introduction

Large Language Models (LLMs) have demonstrated remark-
able capabilities, swiftly transitioning from research projects
to widespread applications. The proliferation of LLMs is

*Yang Zhang is the corresponding author.
'Our code is available at https://github.com/TrustATRLab/HateB
ench.
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Figure 1: A real-world LLM misused for hate speech genera-
tion [5]. The case is chosen for reader sensitivity.

staggering, with various LLMs launched in various domains,
signaling a new era at the intersection of technology, business,
and society. Yet, this rapid advancement is accompanied by
formidable challenges. LLMs raise concerns about their mis-
use in spreading hate speech on Web communities [24, 58]. In
response, Al practitioners are trying various ways to mitigate
LLM-generated hate speech [13,50]. Google has employed
Perspective to cleanse training datasets of hate speech [13].
OpenAl has utilized its moderation endpoint to measure the
toxicity generation of GPT-4 before the model’s launch [50].
Parallel efforts have been observed from Meta, Anthropic,
and Google in their development of the LLaMA, Claude, and
Flan-PalLM models [13]. However, a strong assumption be-
hind these actions is that detectors are capable of detecting
LLM-generated hate speech, which has not been thoroughly
investigated.

Besides, considering the LLMs’ powerful ability in content
generation, detectors may face a more adversarial scenario:
an adversary can maliciously modify hate speech to evade
detectors, thus automating large-scale hate campaigns on the
Web communities. This is not an exaggeration. A recent ex-
ample is GPT-4chan, a language model trained on data from
4chan’s /pol/ board, a fringe Web community notorious for
hate speech and racist ideologies. By leveraging GPT-4chan,
bots generate hate speech such as “vegans are the worst” and
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post 15,000 posts in a single day, accounting for around 10%the target detector and optimize hate speech on the surrogate
of all posts on the platform that day [42, 79]. Besides, GPTs detector to evade the target detector (nanstbalthy hate
designed to generate hate speech have already appeared agampaigf). We systematically apply adversarial attacks at the
the OpenAl GPT Store [4]. These GPTs are custom ver- character, word, and sentence levels on LLM-generated hate
sions of ChatGPT that allow users to set speci ¢ prompts to speech. Regarding the stealthy hate campaign, we perform
instruct the models' behavior [49]. As displayed in Figure model stealing attacks to construct surrogate detectors and
1, a user creates a GPT named “Hate” and describes it as “Aoptimize hate speech on these surrogate detectors.

bot that hates everything.” Below the GPT's description, the Contributions. Our main contributions are:

user provides example conversation starters such as “make

a Facebook post” and “generate a Reddit post,” suggesting
the GPT's intended purpose. As shown on the right side of
the gure, the GPT automatically generates hateful content
when asked to “make a Facebook post.” Such automatically

generated hate speech creates a hostile online environment,

potentially causing signi cant psychological and emotional

harm [58]. It is also unclear whether existing hate speech
detectors can counteract these LLM-driven hate campaigns.
Our Work. In this paper, we focus on two research questions:

« RQ1: How effective are hate speech detectors in discern-
ing hate speech in LLM-generated content? Does their
performance vary across LLMs and identity groups?

* RQ2: Can hate speech detectors counteract LLM-driven

hate campaigns, especially when the adversary employs

advanced techniques like adversarial attacks or model
stealing attacks?

To answer RQ1, we propo$tATEBENCH, a framework de-

signed to benchmark hate speech detectors on LLM-generated

content. We rst construct an LLM-generated dataset namely
HATEBENCHSET, comprising 7,838 samples across 34 iden-
tity groups, generated by six LLMs, i.e., GPT-3.5 [48], GPT-
4[50], Vicuna [9], Baichuan2 [78], Dolly2 [20], and OPT [82].

* (1) New hate-speech dataset generated from LLMs
HATEBENCHSET comprises 7,838 samples across 34
identity groups and six LLMs, with meticulously man-
ual annotation. This dataset can serve as a foundational
resource for future hate speech research.

(2) New understanding of LLM-generated hate speech.
Our paper provides experimental support for previous re-
search on using hate speech detectors to safeguard LLMs.
We reveal that continuously updating and adjusting hate
speech detectors is crucial because detectors tend to lose
effectiveness on newer LLMs. For instance, Perspective
performs well on GPT-3.5 with al-score of 0.878, but

its performance drops to 0.621 on GPT-4.

* (3) New threat that LLMs bring to the eld of hate
speech detectionWe reveal that detectors can be easily
evaded in an adversarial hate campaign, with an average
attack success rate of 0.972 for the most effective ap-
proach. Besides, LLM-driven hate campaigns can be even
more stealthy by establishing a local copy of the target
detector. The speed of generating hate speech can be in-
creased byl3 21 with acceptable attack performance.

2 Background and Related Work

These samples are manually labeled, resulting in 3,641 hate
samples and 4,197 non-hate samples (see Section 3.1). Welate Speech and Hate Campaigns on Web Communities.

then assess eight hate speech detectors lkimgBENCH-
SET, i.e., Perspective [7], Moderation [40], Detoxify (Origi-
nal) [2], Detoxify (Unbiased) [2], LFTW [70], TweetHate [14],
HSBERT [66], and BERT-HateXplain [41], complementing
ne-grained analysis on important factors like LLMs' types,
status (original or jailbroken), and target identity groups. We

Hate towards different target identity groups such as race, eth-
nicity, gender, religion, disability, and sexual orientation has
a long-standing history on the Internet [11,12,43,52,61, 64,
65, 73,75, 76]. According to a report by the Anti-Defamation
League (ADL), 33% of adults experienced hate and harass-
ment in 2023, up from 23% in 2022 [11]. With the rise of

also compare LLM-generated samples with human-written online hate, hate campaigns - also known as coordinated hate
text to explore the underlying reasons for detector perfor- attacks or raids - where an adversary deliberately targets an-
mance and employ saliency maps to interpret the detectorsbther person or identity group to cause emotional harm, have
predictions. become increasingly frequent [11,27,57,59, 72]. During the
To answer RQ2, we model the LLM-driven hate cam- 2016 US presidential campaign, 19,253 anti-Semitic tweets
paign in two scenarios. The rst scenarioddversarial hate ~ were sent to journalists [10]. Han et al. reveal that 98% of hate
campaign where the adversary intentionally modi es LLM-  raid messages on Twitch consisted of identity-based attacks,
generated hate speech to evade detection through adversari@nd such attacks are commonly conducted in an organized
attacks. Nevertheless, adversarial attacks typically requiremanner [27].
many queries against detectors, thereby increasing the riskHate Speech Datasets and Detectionto tackle this, Web
of exposure for the adversary. To address this issue, the adeommunities deploy hate speech detectors to combat hate
versary can further construct a local copy of the deployed speech as well as hate campaigns [7, 70, 71]. A signi cant
detector, i.e., a surrogate detector, to steal the functionality of number of great works have contributed to collecting hate



speech from Web communities such as Twitter, Gab, Red-
dit, etc [16, 33, 37, 41, 56, 70, 85]. These human-written
datasets serve as foundational resources for training hate
speech detectors like Perspective, Detoxify, TweetHate, and
more [2, 7, 14, 41]. There are also synthetic hate speech
datasets designed to augment detectors' performance, gener-
ated by templates [55], data augmentation techniques [54],
or models like GAN [17] and BERT [77]. While LLMs have
gained recognition for their remarkable ability to generate di-
verse and descriptive text [50], it remains unclear whether ex-
isting detectors can identify hate speech generated by LLMs.
In this paper, we introduce the rst LLM-generated hate
speech dataset to |l this gap. Figure 2: Analysis pipeline of KTEBENCH.

Beyond effectiveness, the robustness of detectors has also
gained researchers' attention. Researchers nd that detec-
tors can be evaded via misspelling words or avoiding certain ConcretelyHATEBENCH uses a mix of three negative and
phrases, thereby bringing new challenges to them [26, 29, 44]three positive/neutral prompts (as shown in Table 11 in the
Our work reveals that the situation could be worse. With the Appendix) to generate samples about identity groups. It con-
advancement of LLMs, the adversary can automate hate camsiders 34 identity groups from [56] across races, religions,
paigns and evade detectors through advanced techniques likerigins, genders, sexual orientations, and disabilities (details
adversarial attacks and model stealing attacks. in Table 12 in the Appendix). Then, the curated prompt set
Safeguarding LLMs With Hate Speech Detectors.Hate is sent to the LLM pool to generate samples from a diverse
speech detectors have also been widely applied to safeguardange of LLMs. Note that these prompts are simplistic, and
LLMs, such as Itering out hate speech from training data, as- this is a well-considered methodological decision: First, these
sessing the safety of LLMs, and mitigating hate speech during prompts were used by previous work to assess toxicity in
interactions between LLMs and humans [40, 74]. Implement- ChatGPT [21]. Second, we aim to evaluate the performance
ing these steps has become an industry standard for LLMspf hate speech detectors in the absence of adversarial methods
such as ChatGPT [50], LLaMA [67], OPT [82], etc. However, or prompts designed to elicit hateful content at rst, which
a strong assumption behind these approaches is that detecan be considered the best-case scenario for these detectors.
tors are capable of detecting LLM-generated hate speechye then explore how prompt engineering in uences detector
which has not been thoroughly investigated. In this paper, we performance in Appendix B.
address this gap by benchmarking hate speech detectors on HATEBENCH uses six LLMs in the LLM pool, that is
LLM-generated content. GPT-3.5, GPT-4, Vicuna, Baichuan2, Dolly2, and OPT, each
characterized by its own model structure, size, and training
data? The details of the six LLMs are outlined in our tech-
nical report [62]. The LLMs are set to their default con g-

In this section, we preseATEBENCH, a framework for urations, with a response length of 256 and a temperature

benchmarking hate speech detectors on LLM-generated hatd@ameter of 1.0 to enlc_:ourgge a V\_/:jder variety O; responsehs.
speech. In particulaHATEBENCH operates in three stages: >'nc€ mostLLMs are aligned to avoid generating hate speech,

1) dataset construction, 2) hate speech detector selection, an§'ATEBENCH prompts LLMs under two statuses: original and
3) assessment, as outlined in Figure 2. Jailbroken. The original status refers to the model's standard,

safety-conscious mode, whereas jailbroken means the model's
) safeguard is circumvented, allowing it to generate any con-
3.1 Dataset Construction tent, including hate speecHATEBENCH uses two jailbreak
prompts from [60] to reduce jailbreak prompt-induced bias
(see our technical report [62]). In the end, we obtain 11,016
LLM-generated samples(6 prompts 34 identity groups
3repeattimes 6 LLMs under the original or two jailbreak
status).
Annotation. We manually annotate 11,016 LLM-generated
samples to obtain the ground truth hate labels. Speci cally,
three authors of this study, who specialize in the eld of hate

3 Overview of HATEBENCH

The cornerstone oHATEBENCH is an LLM-generated
datasetHATEBENCHSET, serving as the basis of the follow-
ing assessment. We follow the United Nations' de nition [46]
of hate speech:dny kind of communication in speech, writing
or behavior, that attacks or uses pejorative or discriminatory
language with reference to a person or a group on the ba-
sis of who they are, in other words, based on their religion,
ethnicity, nationality, race, color, descent, gender or other
identity factor! This de nition is comprehensive and is fol- 2The corresponding model endpoints are “gpt-3.5-turbo,” “gpt-4-turbo,”
lowed by recent hate speech studies [2,7,14,40,41, 66, 70}vicuna-7b-v1.1,” “Baichuan2-7B-Chat,” “dolly-v2-7b,” and “opt-6.7b."




Table 1: Statistics of the annotated dataset. Avg./Med. Word is average/medium word count. Alpha is Krippendorff's Alpha.

\ Vendor Arch. Params. \ #Al  #Hate #Non-Hate #N/A Avg.Word Med. Word Alpha

GPT-3.5 OpenAl GPT-3.5 175B | 1,836 1,079 422 335 57 52 0.951
GPT-4 OpenAl GPT-4 1.76T | 1,836 321 726 789 48 45 0.961
Vicuna LMSYS LLaMA 7B 1,836 703 440 693 50 42 0.930
Baichuan2| Baichuan Inc. Transformer 7B | 1,836 677 820 339 50 35 0.910
Dolly2 Databricks Pythia 7B 1,836 551 966 319 107 97 0.714
OPT Meta Transformer 6.7B | 1,836 310 823 703 84 66 0.610
All \ \ 11,016 3,641 4,197 3,178 66 50 0.846

speech, individually assign one of three labels to each sampleacademia and industry. We rst search for hate speech detec-
hate, non-hate, or not applicable (N/A). N/A is used for sam- tors on this platform using the keywords “hate” and “hate
ples where the model declined to answer, elm %orry, as speech detectors” and limit our search to models that process
an Al language model, | cannot provide harmful statements English. In the end, our search yields 62 hate speech detec-
about any group of peoplef a sample is not labeled as hate  tors* We observe a signi cant Pareto distribution in the down-
or N/A, we regard it as non-hate. For each LLM-generated load frequencies of these models. These models have been
sample, we rst assign two labelers to provide their anno- downloaded 98,861 times in one month, with 97.314% of the
tations. If there is a disagreement in their annotations, we downloads attributed to the top seven hate speech detectors,
introduce the third labeler to provide additional annotations. each downloaded over 1,000 times. We manually review their
The nal label is determined by the major vote of the annota- hate de nitions and are left with four detectors whose de ni-
tions. The annotation demonstrates a reliable inter-agreementions are in line with ours, i.e., LFTW [70], TweetHate [14],
among the labelers (Krippendorff's Alpha = 0.846) [35]. HSBERT [66], and BERT-HateXplain [41]. Additionally, we
Dataset Statistics. The statistics of the dataset are reported include four other well-known commercial hate speech detec-
in Table 1. Overall, we obtain 3,641 hate, 4,197 non-hate,tors commonly used in both academic and industry contexts,
and 3,178 N/A samples. We exclude all samples in the N/A whose hate de nitions also align with ours. They are Per-
category, resulting in a total of 7,838 samples as the testbedspective [7], Moderation [40], Detoxify (Original) [2], and
namelyHATEBENCHSET. For the hate and non-hate cate- Detoxify (Unbiased) [2]. Table 2 shows the basic information
gories, all LLMs contribute a suf cient number of samples, and hate de nition of these detectors.

ranging from 310 to 1,079. The average word count for sam- Considering their diverse providers like Google, OpenAl,
ples generated by different LLMs varies, with Dolly2 and and Meta and their high monthly download times, we believe
OPT tending to generate longer outputs (107 and 84 wordsithat these detectors are representative of the most popular and
respectively), while other LLMs generate between 48 and 57 extensively used hate speech detectors in real-world applica-
words on average. The number of non-hate and hate samplesions. Details of these detectors can be found in our technical
in the original status is 2,051 and 340, respectively, while report [62].

in the jailbroken status, these numbers are 2,146 and 3,301,

respectively. We show examples (hate and non-hate) of each

LLM in Table 14 in the Appendix. Notably, LLM-generated 4 Assessment

samples are diverse. LLMs are capable of using profanity .

and stereotypes to express hate, bias, and discrimination tolVith our datasetATEBENCHSET in place HATEBENCHpro-
ward identity groups. The non-hate samples are also beyon®€€ds to the assessment phase. We employ four key metrics:
simple compliments or descriptions. LLMs are able to uti- &ccuracy, precision, recall, and the macro-averagestore,

lize emphatic words (e.g'f**king amazing”) to describe an the most _standard metrics in comparing tr_le performance of
identity group or even generate counter-hate statements fo€/assi cation models. We conduct ne-grained analyses on
them. These rich and varied samples, coupled with the pOp_|mportant factors, such as different LLMs, the status of LLMs

ular LLMs, provide a unique opportunity for us to examine (original or jailbroken), and varied identity groups. We also
hate speech detectors on LLM-generated content. compare the differences between human-written and LLM-

generated content and visually dissect the decision-making

3.2 Detector Selection process of hate speech detectors.

T h ivelv b h K . h hd “We also consider other sources like Kaggle, Github, and the of cial
0 comprehensively benchmark mainstream hate speec q5yTorch torchtext library. However, we don't nd any relevant hate speech

tectors,HATEBENCH initially focuses on the Hugging Face  detectors on Kaggle or the torchtext library. On Github, the most prominent

Hub,3 a popular model-sharing pIatform used extensively in hate speech detector repositories typically host their models on the Hugging
Face Hub. We only nd two exceptions, Detoxify (Original) and Detoxify
Shttps://huggingface.co/ . (Unbiased). We therefore include them in our selection.




Table 2: Hate speech detectors evaluatedAmHBENCH. “OS.” refers to open-source.

\ Provider OS. Arch. Train Sets Downloads De nition of Hate Speech

Perspective | Google 7 - - - Negative or hateful comments targeting someone because of
their identity.

Moderation | OpenAl 7 - - - Content that expresses, incites, or promotes hate based on race,
gender, ethnicity, religion, nationality, sexual orientation, disabil-
ity status, or caste.

Detoxify Detoxify 3 BERT wcC - Negative or hateful comments targeting someone because of
(Original) their identity.
Detoxify Detoxify 3 RoBERTa WC, CC - Negative or hateful comments targeting someone because of
(Unbiased) their identity.
LFTW Meta 3 RoBERTa DynaHate 65,880 Abusive speech targeting speci ¢ group characteristics, such as
ethnic origin, religion, gender, or sexual orientation.
TweetHate | TweetNLP 3 RoOBERTa Tweets 12,488 It contains any “discriminatory” (biased, bigoted or intolerant)
datasets or “pejorative” (prejudiced, contemptuous or demeaning) speech
towards individuals or group of people.
HSBERT Aselsan 3 BERT Tweets 3,806 We label tweets as containing hate speech if they target, incite
Research violence against, threaten or call for physical damage for an
Center individual or a group of people because of some identifying trait
or characteristic.
BERT- CNeRG 3 BERT HateXplain 3,078 We de ne hate speech as language that is used to express hatred
HateXplain | Lab towards a targeted group or is intended to be derogatory, to

humiliate, or to insult the members of the group.

Table 3: Performance on LLM-generated samples. exhibit greater unreadability, unnaturalness, and higher lexical
diversity than those of GPT-3.5, as evidenced by its average
Detector | F1 Acc  Prec  Recall Coleman-Liau Index [1] of 12.407, perplexity of 46.835, and
Perspective 0.821 0.821 0.774 _0.867 Type-Token ratio [28] of 0.123. In contrast, GPT-3.5's metrics
'E\)":t‘iifi?;i?onrigmal) 8-323 %875822 068%4 O-gzgs are 10.034, 37.520, and 0.100, respectively (examples can be
Detoxify (Unbiased) 0730 0731 0691 0760 found in Table .14 in Appendix). Th!s is reasonable since
LETW 0.825 0.825 0.793 0.845 un uent expressions may be more dif cult for the detector
TweetHate 0.864 0.866 0.892 0.808 to understand and thus lead to incorrect prediction. Second,
HSBERT 0.785 0.785 0.715 _0.895 GPT-4 frequently uses profanity to intensify its tone, even in

BERT-HateXplain_| 0755 0.755 0704 0.814 non-hate contexts - 53% of non-hate samples from GPT-4

include profanity, compared to 17% from GPT-3.5. One ex-

ample is the Women sample in Table 14 in the Appendix.
Evaluation on LLM-Generated Content. Table 3 shows  This statement, generated by GPT-4, is labeled as non-hate by
the performance oHATEBENCHSET. Overall, commercial human annotators but predicted as hate speech by Moderation.
APIs and open-source detectors with more downloads achieveTl he increase in profanity usage adversely affects detector per-
better performance. The top three detectors are TweetHateformance. For instance, Perspective's accuracy declines from
Moderation, and LFTW, whosE;-scores are 0.864, 0.852, 0.815 with GPT-3.5 to 0.463 with GPT-4 on non-hate sam-
and 0.825, respectively. Perspective, which has been widelyples. These results reveal that current hate speech detectors
used for evaluating the safety of language models, performsstruggle to accurately classify hate speech from newer ver-
close to the three top-performing detectors, as evidenced bysions of LLMs, which typically exhibit enhanced generative
the Fi-score of 0.821. Detectors' performances also vary capabilities and possess a more extensive vocabulary.
across LLMs (see Table 4). Moderation achieves the best perLLM Status. Considering that LLMs are occasionally jail-
formance on GPT-3.5, which is reasonable since this detectorbroken to generate hate speech [60], we also explore whether
is designed to detect hate speech generated by or sent to GPT-LM status affects detector performance. As illustrated in
3.5. However, we are also surprised that it loses effectivenessFigure 3, detectors perform similarly or slightly better on
when facing GPT-4, with a score of only 0.658. Perspective's jailbroken LLMs. For example, the performance of Modera-
performance also degrades from 0.878 on GPT-3.5 to 0.621tion on the original and jailbroken LLMs are 0.798 and 0.814,
on GPT-4. After carefully inspecting and measuring the lexi- respectively. This could be because jailbroken LLMs tend to
cal features of samples generated by GPT-3.5 and GPT-4, wegenerate more toxic sentences due to the nature of jailbreak
identify two main reasons. First, GPT-4's outputs normally prompts, making it easier for detectors to identify them.




Table 4:F;-score on LLM-generated and human-written sam- |dentity Groups. We further investigate whether hate speech
ples. BC2 refers to Baichuan2. BHX is BERT-HateXplain.  detectors demonstrate different performances on hate speech
that target different identity groups, including race, religion,

Detector |GPT-3.5 GPT-4 Vicuna BC2 Dolly2 OPT|Human citizenship status, gender identity, sexual orientation, age, and
Perspective| 0.878 0.621 0.885 0.855_0.8090.715 0.679 disability status. This is crucial in the context of hate speech
Moderation | 0.905 0.658 0.909 0.899 0.852 0.726 0.632 being increasingly pervasive on the Internet. If hate speech

Detoxify (O)| 0.782 0.598 0.835 0.844 0.74D.741 0.595

Detoxify (U)| 0700 0584 0784 0759 0.715 0.106.543 targeting a certain |Qent|ty group is ngt apcurately |q.enF| ed,
LETW 0.844 0.710 0.892 0.895 0.784 0.687 0.660 the group may face increased discrimination or hostility in en-
TweetHate | 0.840 0.824 0.949 0.917 0.787 0.731 0.742 vironments where biased detectors are used [51]. The results
HSBERT | 0.813 0.606 0.880 0.885 0.788.606 0.548 are visualized in Figure 8 in the Appendix. Overall, detec-

BHX 0.773 0.613 0.828 0849 0.676 0.658.558 tors perform inconsistently for different identity groups, no

matter whether samples are created by humans or LLMs. For
Perspective, the;-scores range from 0.667 (Gay) to 0.933
(Christian) for LLM-generated samples and from 0.619 (Mi-
grant Worker) to 0.847 (Bisexual) for human-written samples.
Moreover, even within the same identity groups, the perfor-
mance of detectors on LLM-generated and human-written
samples can be inconsistent. For instance, Perspective per-
forms better on Bisexual, Gay, and Lesbian (0.847, 0.804, and
Figure 3:F;-score on LLM status. 0.836) compared to Straight (0.757) for human-written sam-
ples, but it shows better performance on Straight (0.834) than
Bisexual, Gay, and Lesbian (0.751, 0.667, and 0.675) for LLM-
generated samples. This inconsistency may still be due to
differences in lexical features between LLM-generated texts
and human-written sampleldATEBENCHSET can help im-
prove detectors' transferability by combining it in the training
set. Besides, detectors trained on speci ¢ human-written hate
speech datasets might struggle to cover all identity groups,
such as Refugee, because hate speech related to them is not
included in the dataset, making it impossible to measure. The
HATEBENCHSET can also serve as an initial assessment tool
for detectors on previously unexamined identity groups. We
also benchmark detectors on other hate speech datasets in
Appendix A.

Figure 4: T-SNE visualization of human-written and LLM-
generated text.

Prediction Interpretation. We then turn to another essential
LLM-Generated v.s. Human-Written Content. To inves- guestion: What in uences a hate speech detector's prediction?
tigate the root cause affecting the performance of the detecThis is essential as it offers valuable insights into the internal
tors, we compare LLM-generated content with human-written mechanisms of the detector, particularly real-world black-box
samples. We utilize the MHS dataset [56] as human-written hate speech detectors such as Perspective and Moderation.
samples since it adopts the same identity group taxonomylt also provides the “right to explanation” required by laws
as ours and is collected from three mainstream communitiessuch as the General Data Protection Regulation (GDPR) [3]
(Reddit/Twitter/YouTube). The results are presented in Table in Europe. We employ the technique of saliency maps [53]
4. Interestingly, detectors generally perform better on LLM- to dissect the decisions of hate speech detectors. A saliency
generated content than on human-written text. To address thismap [53] is a visual representation that highlights which parts
we randomly select 1k samples generated from each LLM or of the input text (such as words or phrases) are in uential
written by humans, and we visualize their feature space distri-in determining the prediction of a model. To calculate the
bution via T-SNE [69], as illustrated in Figure 4. We observe saliency map, we employ a leave-one-out strategy, wherein
that human-written samples are more scattered and have someach word in the input text is systematically replaced by a
overlap with samples generated by LLMs. This may clarify placeholdefUNK], and assess how this changes the model's
why detectors not trained speci cally on LLM-generated con- con dence score. Subsequently, we calculate the saliency
tent still demonstrate good detection capabilities. Addition- scores for the text, re ecting each word's in uence on the
ally, the samples generated by GPT-4 are notably more distantmodel's decision. To normalize the saliency scores, we apply
from human-written samples than other LLMs, which could a softmax function, ensuring comparability across different
account for the detectors' poorer performance on GPT-4.  words. We further compute the largest change in the model's



Table 5: Top 15 most in uential words for detectoRed
refers to words related to identity groups.

NO. | Perspective| Moderation | TweetHate

1 gay gay gay

2 inferior lesbian boring

3 burden whites inferior

4 bother pecic lesbian

5 weak bother weak

6 whites white whites

7 lesbian biseual disgusting . ) . .

8 waste weak confused Figure 5: Threat scenario of LLM-driven hate campaign.

9 islanders asians freaks
10| confused impaired white
11 lack lack asians . .
12| asiEns confused third 5 LLM-Driven Hate Campaigns
13| criminals atheists burden
14| piseual deported lack In Section 4, we demonstrate that top-performing detectors
15 sure __ LRk can identify a large proportion of hate speech generated by

LLMs in the most natural context. However, an attacker may
still be able to bypass the detectors by adversarially modify-
ing the hate speech generated by LLMs, weaponizing LLMs
for hate campaigns on Web communities. We formulate the

output when each word is substituted with its potential re- problem in two scenarios: 1) adversarial hate campaign and
placements, thereby quantifying the effect of word alteration 2) stealthy hate campaign

on the model's prediction [53]. The nal saliency score for
each word is obtained by multiplying its normalized saliency
score with its respective delta score. 5.1 Threat Model
We randomly pick 1,000 examples from our dataset, obtain Problem Formulation. The hate campaign, also known as
the saliency scores of all words in the examples, and lter coordinated hate attack or raid, is a series of coordinated ac-
out words that appear less than 20 times to nd the most in-tions that aim to spread harmful or derogatory content, often
uential words for these detectors. The results, detailed in targeting speci ¢ identity groups to incite discrimination, hos-
Table 5, demonstrate that the most in uential words often tility, or violence [19, 57, 65]. In the traditional approach,
pertain to identity groups (e.g., “gay,” “lesbian,” “whites”) or adversaries who seek to conduct a hate campaign on a Web
are derogatory like “inferior” and “bother.” Moreover, the sim- community typically manually craft hate speech and dissemi-
ilarities of the saliency scores of certain words across modelsnate it online [10,59]. The impressive generation capability of
(e.g., “gay” and “inferior”) highlight a consistency not only LLMs opens up the possibility for adversaries to directly gen-
in model predictions but also in the models' interpretative erate hate speech, thereby automating hate campaigns. While
patterns. this automation greatly decreases the attack costs (e.g., man-
ual effort and preparation time), executing such an automatic
hate campaign on mainstream Web communities remains chal-
lenging due to the deployed hate speech detectors. As shown
Take-Aways: Existing top-performing hate speech detec- jn Section 4, state-of-the-art detectors can capture many hate
tors typically perform well on LLM-generated content.  speech that are either generated by LLMs or manually crafted.
TweetHate, Moderation, and LFTW emerge as the lead- |ntuitively, the adversary needs to rely on advanced techniques
ing detectors, witlF-scores of 0.864, 0.852, and 0.825,  sych as adversarial attacks and model stealing attacks to evade
while Perspective demonstrates a similar performance with detectors.
anF;-score of 0.821. These results provide experimental Adversary's Goal. The adversary's goal is to automati-
support for prior research leveraging hate speech detec- cqjly generate hate speech that cannot be detected by the
tors to s'afe_guard LLMs. Besides, detectors’ performance pate speech detector deployed on the Web community.
varies signi cantly among different LLMs. For example,  zqyersary's Capability. We adopt a real-world scenario
Perspective excels with GPT-3.Bi(score of 0.878) but ;a6 the adversary only has black-box access to the target
experiences a drop #§-score of 0.621 when applied 10 e speech detector. Hence, the adversary does not know the
GPT-4. Th|s.underscores the need for continuous updateg model architecture, weights, training set, training hyperpa-
and adaptations to hate speech detectors to ensure their ,eters, and gradients, and can only receive the predicted
effectiveness across evolving LLMs. label with scores from the target hate speech detectors.



5.2 Attack Scenarios and Methodologies TextFooler [32]identi es the importance score of each
word by calculating the prediction change before and after
deleting the word. It replaces the most important words with
a replacement word that has a similar semantic meaning to

the original one and ts within the surrounding context.

We formulate the problem into two attack scenarios: 1) adver-
sarial hate campaign and 2) stealthy hate campaign, as shown
in Figure 5.

Adversarial Hate Campaign. In an adversarial hate cam-
paign, the adversary intentionally modi es hate speech to «
escape detection. Concretely, given an original hate speech
x that has been blocked by a hate speech detétit)r the
adversary aims to craft an adversarial examplénamely
adversarial hate speecim this study) with imperceptible
perturbationDx, for whichH( ) is expected to predict it as
non-hate:

Paraphraseattack is a sentence-level adversarial attack that
relies on an LLM to paraphrase the original hate speech
to an adversarial form. To avoid prior knowledge of LLMs
utilized in generating hate speech, we leverage BLOOMZ-
3B [45] as the paraphraser and the prompt we uselddss*
phrase the text while maintaining the original meaning and
coherence{SAMPLE],” inspired from [23]. We did not

x = x+Dx; kDxk, < € observe any refusal cases during the Paraphrase attack.

maxP(yijx ) 6 argmaxP(yijx):
2y vi2y

@)

Note that except for modifying hate speech, the adversary
can also guide the LLMs to directly generate hard-to-detect
Here, the original hate speech is representedxas hate speech via prompt engineering, which we evaluate in
WiW2 Wi  Wn, wherew; 2 D is a word and is a word Appendix B. The results suggest that while hate speech gen-
dictionary.kDxk , is the p-norm constraint on perturbation erated by nuanced prompts may evade some less effective
Dx, andeis the threshold at which the perturbation is small detectors like Detoxify (Original and Unbiased), they can still
enough to be imperceptible to humans. Note that the original be detected by more sophisticated detectors like Moderation
hate speech can be either human-written or LLM-generatedand TweetHate. Therefore, we focus on adversarial attacks,
Here, we focus on LLM-generated hate speech because thews they are the most representative and well-established ap-
can fully automate the hate campaign, making them an attrac-proaches to evade ML models.
tive option for adversaries. Stealthy Hate Campaign. Besides optimizing adversarial

Based on the perturbation level, the adversarial attackshate speech on the target deted#r), the adversary can
on the original hate speechcan be split into three levels:  also train a surrogate detectdf ), i.e., a local copy of the
character-, word-, and sentence-level. The steps to generateéarget detector, to steal the functionality of the target detector
character-level and word-level perturbations are similar. First, and optimize stealthy hate speech on it. The stealthy hate
the adversary identi es important words by calculating the campaign offers two distinct advantages. First, it enables the
change degree in the classi cation probability after substitut- adversary to reduce the number of interactions with the Web
ing or deleting each word. Then, the adversary iteratively re- community, thereby avoiding rate limiting or posting limits.
places the important words with synonyms or visually similar Second, the adversary can leverage more information, e.g.,
characters until the prediction result of the deployed detector gradients, to optimize hate speech, which may also enhance
is changed. Regarding the sentence-level perturbation, theattack performance. Concretely, the adversary has an auxiliary
adversary relies on an external model, such as an LLM, todataseDa = fxcgj_ ;. This auxiliary dataset originates from

arg
Yi

paraphrase the original hate spe&c¢h the adversarial hate
speeclhx . In our experiments, we use ve adversarial attacks
across the character, word, and sentence levels.

DeepWordBug [25modi es hate speech at the character
level. To generate an adversarial hate speech, it uses scorin
functions to identify the most important tokens and replaces
them with misspelled words by swapping, substitution, dele-
tion, and insertion.

a distribution entirely distinct from the target training dataset,
as the adversary has no knowledge of the target detector (see
Section 5.1). Herey denotes a sample used to query the
target detector, andlis the number of samples. Meanwhile,
the architecture of the surrogate detector is different from

%he target detector. Note that this setting is different from the

previous model stealing attacks [36, 68] that mainly leverage
auxiliary datasets that originate from the same distribution as
the target model and construct the surrogate detector with the

TextBugger [38starts with nding the important sentences = Same architecture as the target model. Considering real-world
that contribute the most to the nal prediction. It then uses detectors (e.g., Perspective) that only have black-box access,
the proposed bug selection algorithm to substitute the mostthis setting is more realistic though the results are predictably
important words with synonyms or typos to evade detection. worse than those from adversarial hate campaigns. The ad-

PWWS [53]is a word-level adversarial attack relying on the SWe also have tried existing sentence-level adversarial attacks like
SCPN [30] and GAN [83]. However, their generation heavily relies on pre-

word Sahency and classi cation pI‘ObabI|Ity to determine the de ned templates, which hardly cover or rephrase the complex sentence

word replacement order. It g_reed"y SUbStitptE_S words with structure or semantic meaning in hate speech. Therefore we do not report
synonyms from WordNet until the nal prediction changes. their results here.



versary feeds the auxiliary datages into the target detector ~ Speci ¢ Settings in Stealthy Hate Campaign. In the
H( ) to obtain the prediction results. The returned labels are stealthy hate campaign, we evaluate two architectures for
used as pseudo-labélyﬁgﬂz , to compose a surrogate dataset surrogate detectors, i.e., BERT [22] and RoBERTa [39]. To

Ds = ka;yEgE: 1- The adversary can leverafs to train train a surrogate detector, we set the learning rate to 1e-05 and

the surrogate detectétq ). The training objective of the  the batch size to 24. We leverage MSE as the loss function

surrogate detector is formally de ned as follows: and Adam as the optimizer. We construct a balanced ver-
sion of HATEBENCHSET as the auxiliary dataset. Concretely,

Ls= %(Ho(xk) Y2, 2 we randomly choose the same number of samples from the

larger category to match the smaller category, thus generating

where the gradient updates are applied to the surrogate dete@ Palanced dataset (3,641 hate samples and 3,641 non-hate
tor, andHYx) is the output of the surrogate detector. samples). We then randomly sample 80% of the dataset as the

Having full access to the surrogate detector, the adversanyt@ining set and the rest 20% as the testing set. Each model is

can optimize stealthy hate speech on the surrogate detectolr@ined for ten epochs.
and transfer it to the target detector. Furthermore, they can
perform white-box attacks using the surrogate detector's gra-5 4 Adversarial Hate Campaign Results
dient information, while only requiring black-box access to
the target detector. Effectiveness.As shown in Table 6, hate speech detectors
have limited resistance towards the adversarial hate campaign.
Take Perspective as an example. The ASR of DeepWordBug,
TextBugger, PWWS, TextFooler, and Paraphrase are 0.782,
Metrics. Following previous work [80], we employ seven 0.849, 0.933, 0.966, and 0.824, respectively. Among all the
metrics to assess the effectiveness, quality, and ef ciency of three perturbation levels, word-level perturbation is the most
the adversarial hate campaign. Effectiveness is measured bgffective method. This is evidenced by TextFooler, which
the attack success rate (ASR), which represents the fractiorachieves an ASR of 0.966, 0.974, and 0.975 on Perspective,
of adversarial hate speech that the hate speech detectors middoderation, and TweetHate, respectively.
classify as non-hate. Quality is assessed by word modi cation  Beyond quantitative evaluation, we also qualitatively assess
rate (WMR) [80], universal sentence encoder (USE) [18], whether the adversarial hate speech is still equivalently hateful
Meteor [15], and Fluency [80]. The WMR is the percentage to the original hate speech, following the previous study [84].
of words modi ed in the adversarial hate speech compared We randomly select 30 samples and analyze the corresponding
to the original hate speech. The USE metric measures theadversarial hate speech generated by each adversarial attack.
semantic similarity between the original hate speech and ad4n total, three authors annotate 450 samples. The annotators
versarial hate speech using a Universal Sentence Encodeare required to measure whether the adversarial hate speech
Meteor calculates the score based on explicit word-to-word is equivalently hateful by two indicators: 1) the adversarial
matches between the original hate speech and adversarial hatbate speech continues to target the same identity group, and
speech. Fluency measures the quality of the adversarial hat®) the adversarial hate speech remains hateful. The results
speech, calculated by the GPT-2 perplexity metric. Ef ciency demonstrate a reliable inter-agreement among three labelers
is evaluated based on the average number of queries on hatéKrippendorff's Alpha = 0.788) [35]. As illustrated in Table 7,
speech detectors required to attain the attack goal. We als@xcluding the Paraphrase attack, 71.4% to 100.0% adversarial
report the average time needed for optimizing one hate speecthate speech remain hateful. The main reason some adversarial
as another ef ciency metric. hate speech is no longer considered hateful is due to the exces-
Regarding the stealthy hate campaign, we adopt two addi-sive modi cation of words that refer to identity groups (since
tional metrics, which are most widely used in model stealing they are typically more in uential than other words in the
attacks, namely attack accuracy and attack agreement [31,81etector's decision-making process, as revealed in Section 4).
Attack accuracy measures the performance of the surrogaté herefore, we further experiment with TextFooler by requir-
detector on the original task, while attack agreement calcu-ing it only to modify words that do not refer to identity groups.
lates the prediction agreement between the surrogate detectonder this restriction, TextFoooler still demonstrates impres-
and the target model. sive attack capability, with ASR of 0.852, 0.955, and 0.952 on
Target Detectors. We consider three hate speech detectors Perspective, Moderation, and TweetHate, respectively. After
as the target detectors: the two top-performing hate speechthe same annotation process, the equivalently-hateful ratio
detectors (Moderation and TweetHate) in Section 4 and Perincreases to 95.4%, 96.2%, and 100.0%, respectively. Overall,
spective, considering their popular usage. this suggests that the adversarial hate campaign is realistic
Dataset. We randomly sample 120 LLM-generated hate and feasible.
speech in Section 4 identi ed as hate by the three target de-Quality. We nd that word-level adversarial hate speech
tectors to construct our evaluation dataset. obtains higher quality than other attacks in most cases. Take

5.3 Experimental Setup



Table 6: Performance of adversarial hate campaign (ordered by perturbation level). “Char,” “word,” and “sentence” refers to
character-, word-, and sentence-level perturbations. # Query is the average number of queries. Time represents the average query
time (unit: second). (#) means the higher (lower) the metric is, the better the attack performs.

Effectiveness Quality Ef ciency

Target Attack Level ASR" WMR# USE' Meteor" Fluency# | # Query#  Time#
DeepWordBug char 0.782 0.139 0.791 0.868 214.0881 126 14.542
TextBugger  word+cha 0.849 0.181 0.890 0.912 113.4999 194 22.342
Perspective PWWS word 0.933 0.122 0.837 0.936 129.3386 504 56.725
TextFooler word 0.966 0.119 0.874 0.906 108.598 329 37.883

Paraphrase sentence 0.824 - 0.541 0.362 76.200 19 2.159
DeepWordBug char 0.728 0.125 0.830 0.882 186.626 100 30.942

TextBugger  word+cha 0.833 0.236 0.916 0.933 86.881 137 40.167
Moderation PWWS word 0.903 0.105 0.878 0.951 93.668 456 119.225
TextFooler word 0.974 0.110 0.899 0.917 82.527 222 60.750

Paraphrase sentence 0.939 - 0.592 0.400 74.385 11 3.198

DeepWordBug char 0.758 0.129 0.868 0.896 174.736 82 0.760

TextBugger  word+cha 0.783 0.179 0.921 0.933 94.274 131 1.083

TweetHate PWWS word 0.883 0.102 0.894 0.953 85.057 457 3.450

TextFooler word 0.975 0.115 0.903 0.916 89.657 207 1.750

Paraphrase sentence 0.833 - 0.564 0.359 112.470 17 0.140

(a) Perspective

(b) Moderation

(c) TweetHate

Figure 6: Saliency maps of an original hate speech and its corresponding adversarial hate speech. Red words are modi ed by
adversarial attacks.

Table 7: Equivalently hateful rate of each attack. DWB refers place words with synonyms, e.g., “trustworthy” to “assurance,”
to DeepWordBug. Para. means Paraphrase Attack. therefore the semantic meanings are retained to the greatest
extent.

Target \DWB TextBugger PWWS TextFooler Para. i i ..
- Ef ciency. For most adversarial attacks, optimizing an ad-
Perspecnvjm.o% 84.6% 71.4% 73.3% 34.8%

Moderation 87.5%  88.5%  83.3%  92.6%  44.4% ver;arial hate speech requires more thgp_loo qugries._ The
TweetHate 81.0%  100.0%  76.9%  85.7%  39.1% majority of queries are consumed in the initial step: identify-
ing keywords in the original hate speech, since the adversary
needs to calculate the change degree in the classi cation prob-
ability of each word. This drawback, however, may increase
TweetHate as an example. The USE score for DeepWordBugthe risk of reaching the posting limit and being blocked in the
TextBugger, PWWS, TextFooler, and Paraphrase is 0.868real-world attack scenario. A strategy to address this issue is
0.921, 0.894, 0.903, and 0.564, respectively. This can beto combine adversarial attacks with model stealing attacks,
attributed to the fact that word-level attacks generally re- i.e., the stealthy hate campaign.




Table 8: Performance of model stealing attacks. speech against the corresponding target detector. We employ
TextFooler as the adversarial attack due to its notable perfor-

Surrogate | Target | Agreement Accuracy mance in previous experiments. The results are presented in
Perspective]  0.955 0.841 Table 9. We nd that stealthy hate speech achieves remarkable
ROBERTa | Moderation|  0.936 0.863 attack performance. For instance, when using RoBERTa as
TweetHate | 0.955 0.862 the surrogate detector for Perspective, the adversary achieves
Perspective;  0.950 0.845 an ASR of 0.992 on the surrogate detector and an ASR of
BERT Moderation 0.933 0.858

0.471 on the target detector. Note that our surrogate detec-
tor is trained on out-of-the-distribution data from the target
detector's training set, which is a more stringent condition
Prediction Interpretation for Adversarial Hate Campaign. compared to traditional model stealing attacks that leverage
To investigate the working mechanism of adversarial attacks & Partial training set as an auxiliary dataset. However, given
on hate speech detectors, we again leverage saliency maps i€ lack of ground truth regarding the training set of Perspec-
interpret the detectors' decisions. Here, we utilize TextFooler, tivé and Moderation, we believe this setup is realistic and the
the adversarial attack with the best attack performance, as £'SR is meaningful. With this acceptable ASR, one notable
case study and generate the saliency scores for every samplglding is that the stealthy hate campaign is signi cantly more:
Figure 6 displays the saliency maps of an original hate speechef cient than the adversarial hate campaign. On average, it
and its corresponding adversarial hate speech. We observé2kes only 2.834 seconds to optimize a hate speech sample
a clear trend: The adversarial attack tends to replace wordg@rgeting Perspective, and it only requires a single interaction
related to identity groups or negative words, with synonyms With Perspective during the hate campaign. Tha@s faster

that have the same/similar meanings. After modi cation, the than the adversarial hate campaign, which requires 37.883
word importance of these words decreases and, therefore3€c0nds to optimize a hate speech on Perspective (as shown

misleads the detectors. in Table 6).
In terms of quality, we observe minimal differences be-

. tween the two surrogate detectors. Stealthy hate speech
5.5 Stealthy Hate Campaign Results achieves an average SSE score of 0.841 and 0.843 on Moder-
Model Stealing Performance.Before delving into the results ~ ation when using RoBERTa and BERT as surrogate detectors,
of the stealthy hate campaign, we need to assess the effectivdespectively. Besides, BERT requires fewer queries, poten-
ness of model stealing attacks, since the similarity between thetially due to its smaller model size - BERT comprises 109M
surrogate detector and the target detector directly determineg®@rameters, whereas RoBERTa has 125M parameters. Conse-
the success of the stealthy hate campaign. Table 8 presents th@uently, adversarial attacks take more time to generate stealthy
performance of model stealing attacks. Overall, the surrogatehate speech when using RoBERTa.

detectors exhibit high attack agreement and attack accuracyVhite-Box Attack. Model stealing attacks can further bene t
For instance, when the surrogate detector adopts the BERThe adversary by allowing them to use the gradient informa-
architecture, attack agreements are 0.950, 0.933, and 0.9380n provided by the surrogate detector to enable a white-box
on Perspective, Moderation, and TweetHate, respectively. Fur-attack. Note that the white-box access here refers to the surro-
thermore, when the surrogate detector adopts a more powerfugate detector; we always have only black-box access to the
model, such as RoBERTa, the attack agreement soars to 0.953arget detector. As presented in Table 10, white-box attacks
0.936, and 0.955, respectively. This aligns with the previous indeed achieve better effectiveness, quality, and ef ciency
studies [36, 63] on model stealing attacks: The attack works than black-box attacks. For example, by using RoOBERTa as
better when the surrogate detector is more powerful. Besidesthe surrogate detector for TweetHate, the average ASR and
the surrogate detector performs similarly to the target detectorWMR increase from 0.496 to 0.513 and from 0.143 to 0.150,
on the LLM-generated hate speech dataset. For example, Pewhile the average query number decreases from 255 to 207.
spective achieves an accuracy of 0.821 on the LLM-generatedSmaller Auxiliary Dataset. In our previous experiments, we
hate speech dataset (see Table 3), and the corresponding suitilized the entire dataset to conduct model stealing attacks.
rogate detector built on RoBERTa achieves an accuracy ofWe further explore whether the stealthy hate campaign can
0.841. This similarity is expected since the surrogate detectormaintain its performance with a smaller auxiliary datd3gt

is optimized to replicate the target detector, making it likely We focus on RoBERTa as a case study, given its favorable
to reach the same predictions. In conclusion, our experimen-sperformance as seen in Table 9. Speci cally, we randomly
tal results suggest that hate speech detectors can be easilelect samples from the previous training set to f@mand
replicated through model stealing attacks. evaluate the trained surrogate detectors on the original test set.
Black-Box Attack. Once we have acquired the surrogate The results are summarized in Figure 7 and Figure 9 in the
detector, the next step is to optimize stealthy hate speechAppendix. Overall, we observe that as the size of the auxiliary
on it and then evaluate the performance of the stealthy hatedataset increases, the stealthy hate campaign demonstrates

TweetHate 0.933 0.839




Table 9: Performance of stealthy hate campaign Witttk-box attacks. (S) and (T) refer to the values on the surrogate detector
and target detector, respectively. # Q is the average number of queries. Time represents the average query time (unit: second).

Surrooate Target Effectiveness Quality Ef ciency
9 9 ASR(S) ASR(T)" | WMR# USE' Meteor" Fluency# | #Q (St #Q(T)# Time (S¥ Time (T)#
Perspective]  0.992 0.471 0.189  0.797 0.839 179.19 354 1 2.834 0.115
RoBERTa | Moderation 0.956 0.327 0.182 0.841 0.864 128.43 362 1 2.897 0.273
TweetHate | 0.966 0.496 0.143 0.873 0.898 94.152| 255 1 2.039 0.008
Perspective]  1.000 0.378 0.205 0.797 0.839 165.68 345 1 5.652 0.115
BERT Moderation| 1.000 0.254 0.176  0.843 0.865 146.92 299 1 4.896 0.273
TweetHate 0.983 0.208 0.122 0.902 0.912 86.142 198 1 3.250 0.008

Table 10: Performance of stealthy hate campaign white-box gradient optimization. (S) and (T) refer to the values on the
surrogate detector and target detector, respectively. # Q is the average number of queries. Time represents the average query time
(unit: second).

Surrogate Target Effectiveness Quality Ef ciency
g 9 ASR (S ASR(T)" | WMR# USE' Meteor" Fluency# | #Q (Sl #Q (T)# Time (S} Time (T)#
Perspective] 0.975 0.487 0.208 0.764 0.824 156.10 350 1 2.800 0.115
RoBERTa | Moderation| 0.974 0.372 0.192  0.805 0.856 128.13 333 1 2.666 0.273
TweetHate | 0.966 0.513 0.150 0.852 0.895 86.634| 207 1 1.659 0.008
Perspective]  1.000 0.387 0.200 0.785 0.839 151.54 295 1 2.362 0.115
BERT Moderation| 1.000 0.257 0.177  0.829 0.867 118.98 265 1 2.118 0.273
TweetHate | 0.974 0.210 0.131  0.879 0.908 82.666| 168 1 1.342 0.008

(a) Agreement (b) Accuracy (c) ASR (S) (d) ASR (T) (e) USE (f) Query (S)

Figure 7: Impacts of the auxiliary dataset sjBPj.

improved performance in terms of effectiveness, quality, and - campaigns have the potential to operate stealthily. By es-

ef ciency. For instance, when the size of the auxiliary data  tablishing a local copy of the target detector, an adversary
increases from 100 to the full dataset, ASR (T) on TweetHate can increase the ef Ciency of generating hate Speech by

also rises from 0.233 to 0.496. Simultaneously, the USE score 13 21 while still retaining impressive ASR. These nd-

increases from 0.838 to 0.873, and the number of queries ings reveal the challenging landscape of hate speech detec-
decreases from 344.880 to 254.920. BESIdeS, when the sizt tion in the context of LLMs and emphasize the increasing

of the aUXiIiary dataset reaches 4000, the Stealthy hate cam need for more advanced and robust detectors against LLM-
paign can already achieve good performance, as evidenced b\ driven hate campaigns.

ASR (T), USE, and the number of queries of 47.059, 0.864,
and 310.290, respectively. These ndings shed light on an
important aspect of the stealthy hate campaign: Even without
directly engaging the target detector, an adversary can still
generate hate speech to evade the detector effectively.

6 Discussion & Conclusion

In this paper, we perform the rst assessment of hate speech
detectors against LLM-generated content and hate campaigns.
We construct an LLM-generated hate speech dataset of 7,838
samples and assess eight hate speech detectors on it. We nd
that while existing detectors perform well on LLM-generated
content, they fail to maintain effectiveness on newer LLMs
such as GPT-4. This suggests that continuously updating and
adjusting hate speech detectors is essential to ensure their

Take-Aways: Current hate speech detectors face signif-
icant challenges in defending against LLM-driven hate
campaigns. First, detectors demonstrate weak robustness
against adversarial attacks. The most potent adversarial
attack can achieve an ASR of over 0.966 on Perspective,
Moderation, and TweetHate. Second, LLM-driven hate
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