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Abstract
Text-to-Image generation models have revolutionized the art-
work design process and enabled anyone to create high-quality
images by entering text descriptions called prompts. Creating
a high-quality prompt that consists of a subject and several
modifiers can be time-consuming and costly. In consequence,
a trend of trading high-quality prompts on specialized mar-
ketplaces has emerged. In this paper, we perform the first
study on understanding the threat of a novel attack, namely
prompt stealing attack, which aims to steal prompts from gen-
erated images by text-to-image generation models. Successful
prompt stealing attacks directly violate the intellectual prop-
erty of prompt engineers and jeopardize the business model of
prompt marketplaces. We first perform a systematic analysis
on a dataset collected by ourselves and show that a successful
prompt stealing attack should consider a prompt’s subject as
well as its modifiers. Based on this observation, we propose
a simple yet effective prompt stealing attack, PromptStealer.
It consists of two modules: a subject generator trained to
infer the subject and a modifier detector for identifying the
modifiers within the generated image. Experimental results
demonstrate that PromptStealer is superior over three baseline
methods, both quantitatively and qualitatively. We also make
some initial attempts to defend PromptStealer. In general, our
study uncovers a new attack vector within the ecosystem es-
tablished by the popular text-to-image generation models. We
hope our results can contribute to understanding and mitigat-
ing this emerging threat.1

1 Introduction
With the advent of Stable Diffusion [56], DALL·E 2 [53],
and Midjourney [8], text-to-image generation models have
revolutionized the artwork design process and sparked a surge
of artwork creation in mainstream media. Rather than relying
on professional artists, text-to-image generation models em-
power anyone to produce digital images, such as photorealistic

1Our code is available at https://github.com/verazuo/prompt-s
tealing-attack.
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Figure 1: An image generated by Stable Diffusion and its
corresponding prompt [56].

images and commercial drawings, by entering text descrip-
tions called prompts. According to [24, 34, 43], a high-quality
prompt that leads to a high-quality image should consist of a
subject and several prompt modifiers. The subject is a natural
language description of the object or scenarios depicted in
the image; the prompt modifiers are keywords or key phrases
that are related to specific elements or styles of the image.
Figure 1 shows an example of a typical prompt and the re-
sulting generated image. In this example, “cozy enchanted
treehouse in ancient forest” is the subject and the rest phrases,
e.g., “diffuse lighting,” “fantasy,” etc., are prompt modifiers.

Although it seems that text-to-image generation models
simplify the process of artwork design, crafting high-quality
prompts is, in fact, complex and iterative. To create a de-
sired and stable prompt, users need to constantly search for
prompt modifiers and check the corresponding resulting im-
ages. Given the limited understanding of the impact of each
prompt modifier, this process can be both time-consuming
and costly. As a result, a new job type, namely prompt en-
gineer, has emerged for people who specialize in producing
high-quality prompts. Also, high-quality prompts become
new and valuable commodities and are traded in specialized
marketplaces, such as PromptBase [10], PromptSea [13], and
Visualise AI [14]. The business model underlying these mar-
ketplaces is straightforward: customers browse sample im-
ages generated by text-to-image generation models. If they
like a sample image, they can purchase the corresponding
prompt. Then, customers can freely generate similar images
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or modify the prompt's subject to generate other images in
a similar style. Prompt marketplaces are gaining popularity.
PromptBase has achieved 10K registered users until Novem-
ber 2022; approximately 45,000 prompts were sold by the
top 50 prompt sellers (an estimated $186,525 in total) over
9 months; new prompt trading platforms, e.g., Prompti AI,
Prompt Attack, etc, continue to emerge [9,12,66].

In such a context, a natural research question has emerged:
given an image generated by a text-to-image generation
model, whether an adversary is able to infer its corresponding
prompt? We name this novel attack asprompt stealing attack.
A successful prompt stealing attack directly violates the in-
tellectual property of prompt engineers. Moreover, it poses
a signi�cant threat to the business model of prompt market-
places. So far, few tools in the open-source community can
be tailored for stealing prompts, such as applying an image
captioning model or greedily searching for the modi�er com-
binations with the highest similarity of the image [3,31,39].
However, it is still unclear whether and to what extent an ad-
versary can effectively steal prompts from generated images.
In this paper, we aim to �ll the gap.
Our Contributions. We perform the �rst large-scale study on
understanding the prompt stealing attacks against images gen-
erated by text-to-image generation models. We start by collect-
ing a large-scale dataset from Lexica [5], a well-known image
gallery with 5M+ prompts and generated images from text-to-
image generation models. Overall, we collect 250,000 pairs of
prompts and images. After preprocessing and de-duplication
on prompts, we are left with 61,467 prompt-image pairs (see
Section 3.1). We name the dataset asLexica-Dataset. Our
quantitative and qualitative analysis on Lexica-Dataset shows
that both a prompt's subject and its modi�ers are important
factors for the generated image's quality (see Section 3.2).
This implies a successful prompt stealing attack should con-
sider both subjects and modi�ers.

Based on the �ndings above, we propose a simple yet ef-
fective prompt stealing attack,PromptStealer. PromptStealer
comprises two modules: a subject generator and a modi�er
detector. Given a target image, the subject generator infers
the stolen prompt's subject and the modi�er detector predicts
modi�ers of the stolen prompt simultaneously. Then, the sub-
ject and the prompt modi�ers are concatenated as the �nal
stolen prompt. Experimental results on Lexica-Dataset show
that PromptStealer outperforms the three baseline methods
across semantic, modi�er, image, and pixel similarities. For
instance, PromptStealer achieves 0.70, 0.43, 0.80, and 0.90 in
these metrics, respectively, while the corresponding results for
the better baseline CLIP Interrogator [3] are 0.52, 0.01, 0.77,
and 0.89. We also qualitatively evaluate PromptStealer and
�nd that the images generated by stolen prompts are similar
to the target images. Our further experiments on real-world
prompts traded in marketplaces demonstrate similar results.
Moreover, we show that the performance of PromptStealer
can be further boosted by involving the adversary in the loop

or providing multiple target images.
Additionally, we make attempts to mitigate prompt stealing

attacks by proposingPromptShield. This method adds an
optimized perturbation to an image relying on the technique of
adversarial examples such that the adversary cannot infer the
image's prompt appropriately. Experimental results show that
PromptShield works well (see Section 5); however, it requires
strong assumptions for the defender, and its performance is
reduced by the adaptive attack.
Implications. Our work, for the �rst time, reveals the threat
of prompt stealing in the ecosystem created by the popular
text-to-image generation models. We believe that our �ndings
can serve as a valuable resource for stakeholders to navigate
and mitigate this emerging threat. Moreover, we hope to raise
awareness of academia to work on the safety and security
issues of the advanced text-to-image generation models. We
commit to sharing our dataset and code with the research
community to facilitate the research in this �eld.
Ethics & Disclosure.According to the terms and conditions
of Lexica [7], images on the website are available under the
Creative Commons Noncommercial 4.0 Attribution Interna-
tional License. We strictly followed Lexica's Terms and Con-
ditions, utilized only the of�cial Lexica API for data retrieval,
and disclosed our research to Lexica [6,7]. We also respon-
sibly disclosed our �ndings to prompt marketplaces such as
PromptBase and PromptSea. PromptBase acknowledged our
�ndings. They also launched a watermark editor for prompt
engineers to defend against prompt stealing attacks. Prompt-
Sea explicitly discusses the risks of prompt stealing attacks
in their white paper [50]. Our attack has also been recog-
nized in Microsoft Vulnerability Severity Classi�cation for
AI Systems.2

2 Background

2.1 Text-to-Image Generation Models

Text-to-Image generation models aim to generate high-quality
digital images with natural language descriptions, namely
prompts. With the advancement of diffusion models, text-
to-image generation has achieved a giant leap and gained
signi�cant attention [53,56,58]. Images generated by these
models have been employed in various scenarios, such as
children's books [48], magazine covers [22], and fashion im-
agery [1]. In this work, we focus on Stable Diffusion, the
state-of-the-art and arguably the most popular text-to-image
generation model. Besides, compared to other models like
DALL �E 2 and Midjounry, Stable Diffusion is open-source
and the community that promotes the usage of Stable Dif-
fusion is very active. Since its release in March 2022, over
110K people have joined the Reddit community to share and
discuss images generated by Stable Diffusion [54].

2https://www.microsoft.com/en-us/msrc/aibugbar .
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Figure 2: Two examples from Lexica-Dataset, and the corresponding generated images without artist modi�ers and without any
modi�ers. The yellow highlight represents the artist modi�ers. For the latter two cases, we generate four images with different
random seeds to eliminate the potential biases.

2.2 The Prompt Marketplace

While Text-to-Image generation models have gained popular-
ity, producing high-quality images remains a laborious and
costly manual process. A user needs to constantly search for
prompt modi�ers and check the corresponding resulting im-
ages. One example is the logo of OctoSQL, an open-source
CLI project. The designers use DALL�E 2 to create the logo
and spend around $30 interacting with the paid API [26]. As a
result, prompt engineers, people who are skilled in producing
high-quality prompts, start to sell their prompts in prompt
marketplaces. In these marketplaces, a customer can explore
sample images generated by different prompts; if they like a
certain image, they can purchase the corresponding prompt
through the marketplace.

Business Volume.To assess the potential impacts of prompt
stealing attacks, we conducted a manual estimation of the
business volume of a prompt marketplace, PromptBase. We
chose PromptBase for two reasons: 1) PromptBase is the
�rst and most widely recognized prompt marketplace, thus
its business volume can represent the marketplaces to some
extent; 2) PromptBase discloses the total sales of each prompt
engineer. In our analysis, we calculate the sales volume of
the top 50 prompt engineers over the past 9 months. We �nd
that they collectively sold approximately 45,000 prompts,
resulting in an estimated total revenue of $186,525.

Legal Perspectives of Prompt Trading.The terms of service
and white papers of prompt marketplaces [49,50] explicitly
state that all prompts on their platforms are the intellectual
property of the prompt engineers and cannot be obtained
through purchase. Engaging in prompt stealing attacks would,
therefore, violate intellectual property rights and jeopardize
the business model of the prompt marketplace.

3 Preliminary Analysis

3.1 Data Collection
To the best of our knowledge, no large-scale prompt-image
datasets are available at the time of our study. In order to
assess prompt stealing attacks, we collect a dataset by our-
selves via Lexica [5]. We opt for Lexica for two reasons. First,
Lexica is a well-known image gallery of Stable Diffusion; it
contains over 5M prompt-image pairs extracted from Stable
Diffusion's discord server [21]. Lexica covers the art cre-
ations of many Stable Diffusion's active users, such as artists
and prompt engineers. This allows us to better simulate the
real-world attack scenario. Second, Lexica provides a query
API [6] that given a speci�c prompt, returns the 50 most simi-
lar prompts and the corresponding images. Note that similar
prompts are likely from the same user during their prompt
engineering process. Therefore, the data from Lexica can
closely re�ect people's real-world usage of Stable Diffusion.

As Lexica only provides a query API and does not release
its public dataset, we regard an open-source prompt dataset on
Hugging Face3 as a starting point for our data collection. This
dataset contains 80K prompts crawled from Lexica, which are
used to train a prompt generator. However, since this dataset
does not contain any images and the image download link, we
cannot directly use it. To address this, we randomly sample
5,000 prompts from the dataset and then query these prompts
to Lexica's query API. As mentioned above, the API returns
50 results for each query, including images, prompts, grid, etc.
In the end, we crawl 250,000 prompts and the corresponding
generated images. We speci�cally exclude images generated
by models other than Stable Diffusion, such as Aperture, a
model designed to generate photorealistic images and can only
be accessed on the Lexica website. We �lter out the prompts
and images that could not be parsed correctly. Also, images

3https://huggingface.co/datasets/Gustavosta/Stable-Diffu
sion-Prompts .



(a) Subject/prompt length distribution. (b) Modi�er count distribution. (c) Modi�er appearance distribution.

Figure 3: General statistics of prompts in Lexica-Dataset.

Table 1: Top 10 prompt modi�ers and their appearance times for each category.

No. Trending # Artist # Medium # Movement # Flavor #

1 artstation 46,357 greg rutkowski 11,552 concept art 24,095 fantasy art 1,567 highly detailed 26,818

2 cgsociety 3,822 artgerm 7,273 digital art 7,483 art nouveau 1,132 8k 22,987

3 deviantart 2,309 artgerm and greg
rutkowski and
alphonse mucha

6,237 vector art 127 hyperrealism 1,041 sharp focus 22,774

4 pixiv 1,018 wlop 5,989 an ultra�ne de-
tailed painting

83 photorealism 924 digital painting 18,211

5 pinterest 646 ilya kuvshinov 3,918 a detailed
matte painting

63 street art 447 intricate 18,002

6 behance 321 alphonse mucha 3,716 poster art 58 surrealism 388 illustration 17,473
7 instagram 127 rossdraws 2,802 an oil painting 51 romanticism 384 octane render 14,394
8 zbrush

central
57 craig mullins 2,341 pixel art 42 art deco 377 smooth 13,906

9 cg society 52 james jean 2,133 a detailed paint-
ing

40 realism 292 elegant 13,081

10 polycount 51 rhads 1,976 a character por-
trait

39 rococo 290 4k 10,325

belonging to the grid type (each of those images contains sev-
eral generated images stitched together) are neglected as well.
Finally, after the de-duplication of prompts, we get 61,467
prompt-image pairs. We name the dataset asLexica-Dataset.

As mentioned before, each prompt consists of a subject
and several prompt modi�ers. Thus, we further decompose
prompts in Lexica-Dataset into subjects and prompt modi�ers.
Concretely, we split each prompt by commas. The �rst part is
regarded as the subject according to [34,43], while the rest
are treated as prompt modi�ers. We standardize the format
of some modi�ers, e.g., “3 d” to “3d.” We also remove the
style-evocation words, including “in the style of,” “inspired
by,” “trending on,” etc. In the end, we obtain 77,616 prompt
modi�ers. Figure 2 depicts some samples from the dataset.

3.2 Data Analysis

Subjects and Prompt Modi�ers. Figure 3a depicts the length
distribution of subjects and prompts in Lexica-Dataset. On
average, the length of a subject is 56 characters, while the
length of a prompt is 237 characters. This means a subject
takes only 23.63% of a prompt, and the rest is assembled with
prompt modi�ers. Figure 3b further depicts the distribution

of modi�er count per prompt. On average, each prompt con-
tains 11 modi�ers. This might suggest prompt modi�ers play
an essential role in the image generation process. To further
investigate this, Figure 2 also shows some generated images
without prompt modi�ers. As we can see, modi�ers indeed
largely in�uence image quality in terms of style and details.
Take the treasure chest as an example (see Figure 2a), if the
modi�ers are not considered, Stable Diffusion generates a
plain treasure chest. Meanwhile, by considering various modi-
�ers, the original image depicts a more stylized treasure chest
with many �ne-grained details. These results imply that a
successful prompt stealing attack should not only consider the
target prompt's subject but also put efforts into recovering the
modi�ers. In other words, using an image captioning model
to get the caption (subject) of a target image is insuf�cient
for prompt stealing. Experiment results in Section 4 further
con�rm this. On the other hand, we emphasize that the sub-
ject also plays an essential role in a prompt as it describes the
main content of the image.

For the modi�ers, we further show the distribution of their
appearance times in Figure 3c. We can observe a Pareto distri-
bution. Speci�cally, Lexica-Dataset contains 61,467 prompts
and 77,616 modi�ers. Among them, only 7,672 (9.88%) mod-



i�ers are used more than ten times, and 1,109 (1.43%) mod-
i�ers are used more than 100 times. From the adversary's
perspective, this Pareto distribution eases the requirements
for prompt stealing attacks, as a relatively small modi�er set
can already cover most modi�ers used in prompts.
Modi�ers in Category-Level. We further attribute prompt
modi�ers into different categories. The open-source prompt
engineering tool CLIP Interrogator [3] de�nes �ve categories
for modi�ers, i.e., trending, artist, medium, movement, and
�avor, and offers a relatively complete modi�er list for each
category. In our analysis, we adopt the same set of categories
and assign all modi�ers in Lexica-Dataset to them. Concretely,
a modi�er in Lexica-Dataset is considered as part of a cat-
egory if it belongs to the corresponding modi�er list from
CLIP Interrogator. Table 1 shows the top 10 prompt modi-
�ers with respect to their appearance times in each category
of Lexica-Dataset. We �nd that users are less likely to use
movement modi�ers. The highest one is “fantasy art” with
appearance times being only 1,567. This is probably because
the usage of movement modi�ers requires background knowl-
edge of art. Conversely, the top three modi�ers in the �avor
category are all well-known image quality boosters [43], such
as “highly detailed” and “8k.” On average, 14.32%, 6.11%,
3.25%, 0.98%, and 75.33% of the modi�ers in a prompt be-
long to the artist, trending, medium, movement, and �avor
categories, respectively. Excluding the �avor category which
contains various kinds of modi�ers, the artist category occu-
pies the largest proportion of prompts compared to the rest.
This reveals that users are more likely to use artist modi�ers
to lead the generated images to certain visual styles. Figure 2
further shows some examples of generated images without
artist modi�ers. In Figure 2b, the artist modi�ers “Claude
Monet” and “Alphonse Mucha” indeed heavily in�uence the
�nal outlook and �ne-grained details of the original image,
compared to the images without any artist modi�ers. A similar
observation can be made in the example depicted in Figure 2a.

Next, we investigate the semantic relations among mod-
i�ers of different categories. Diffusion-based text-to-image
generation models like Stable Diffusion rely on CLIP [52] to
obtain text embeddings of prompts. We thereby utilize CLIP's
text encoder to obtain modi�ers' embeddings and visualize
them via a T-SNE [67] plot (see Figure 4). For each category,
we consider the top 20 modi�ers with respect to their appear-
ance times. We �nd that the modi�ers in the artist category are
tightly grouped and distant from others. Meanwhile, the other
four categories are relatively mixed. This again shows the
importance of the artist modi�ers in the image generation pro-
cess. Meanwhile, it is expected that other categories are close
to each other. For instance, movement modi�ers are often
accompanied by medium modi�ers. This has also been uncov-
ered in a previous qualitative study [34] and recommended
by DALL�E 2 prompt book [46].
Takeaways.To summarize, we have established a prompt-
image dataset Lexica-Dataset that can closely re�ect people's

Figure 4: T-SNE visualization of modi�er embeddings with
respect to different categories.

Figure 5: The scenario of prompt trading and stealing.

real-world usage of Stable Diffusion. Our data analysis re-
veals that besides its subject, a prompt's modi�ers also play
an essential role in determining its generated image's outlook.
This suggests a successful prompt stealing attack should con-
sider both the subject and modi�ers of a prompt. Moreover,
we attribute prompt modi�ers into �ve different categories
and discover that the artist modi�ers heavily in�uence gener-
ated images' styles and details.

4 Prompt Stealing Attack

4.1 Threat Model
Scenario.Our attack is designed for the scenario shown in
Figure 5. First, a prompt engineer performs an iterative ex-
ploring process to �nd an ideal prompt that can lead to a
high-quality image using a text-to-image generation model.
This prompt is referred to as thetarget prompt. Then, the
prompt engineer can sell the prompt via marketplaces like
PromptBase [10], by providing an example image generated
by the target prompt, namelytarget image. If a regular user is
interested in the style of the target image, the user can get the
target prompt by trading with the prompt engineer through
the marketplace. After getting the target prompt, one of the
usage scenarios for the user is to modify the prompt's subject
to generate other images with a similar style (see Section 2).

Conversely, an adversary aims to steal the target prompt
from a target image. We refer to the prompt stolen by the
adversary asstolen prompt. Moreover, the adversary can feed
the stolen prompt to the text-to-image generation model again,
and the generated image here is referred to asstolen image.
Adversary's Goal. Given a target image generated by a text-
to-image generation model, the goal of the adversary is to
steal the target prompt that leads to the target image. The



Figure 6: Overview of PromptStealer.

stolen prompt should ideally satisfy four quantitative goals.

• Semantic Similarity. The stolen prompt should share
high semantic similarity with the target prompt, normally
measured in the text embedding space. This is impor-
tant because text-to-image generation models essentially
condition on the text embeddings during the image gen-
eration. Here, the semantic similarity considers both
subjects and prompt modi�ers.

• Modi�er Similarity. The stolen prompt should contain
as many modi�ers of the target prompt as possible. As
the modi�ers take an essential role in guaranteeing the
quality of the generated image (see Section 3), higher
modi�er similarity results in better attack performance.

• Image / Pixel Similarity. By feeding the stolen prompt
to the text-to-image generation model again, the adver-
sary expects the model to generate a similar stolen image
to the target image. Here, the similarity can be regarded
as both image semantic and pixel-level similarity.

Besides, considering the usage of target prompt mentioned in
Section 2, the stolen prompt should also lead to images depict-
ing different subjects in style of the target image. Therefore,
we also qualitatively assess PromptStealer from this angle.
Adversary's Capability. We assume the adversary's capabil-
ities in a real-world setting. First, the adversary can collect
public prompts and the corresponding images via online ser-
vices like Lexica. Second, the adversary has black-box access
to the target text-to-image generation model.

4.2 PromptStealer
In this work, we introduce PromptStealer, a simple yet effec-
tive prompt stealing attack. The design principle of Prompt-
Stealer is based on our observations in Section 3, i.e., a suc-
cessful prompt stealing attack should focus on both the subject
and modi�ers of a target prompt. Speci�cally, PromptStealer
consists of two modules: a subject generator and a modi�er
detector. Figure 6 shows the overview of PromptStealer.
Subject Generator.Given the target image, the subject gener-
ator aims to generate the subject of the stolen prompt. In this

work, we adopt the image captioning framework for this pur-
pose, which typically consists of an image/unimodal encoder
and a text decoder [31,68]. Concretely, the encoder �rst con-
verts the target image to a �xed-length feature representation.
This representation is then used in a text decoder to generate a
caption/subject for the target image. Note, existing image cap-
tioning models are not directly suitable for subject generation
for two main reasons. Firstly, they are trained on normalized
data and are prone to use generic terms, such as referring to
a speci�c celebrity as “a woman” or labeling a “terrier dog”
simply as “a dog.” In contrast, the subject of a high-quality
prompt demands more speci�c and detailed information, such
as race and landmarks. Secondly, image captioning models
are trained to describe real-world pictures; however, the target
images often showcase various art styles. To bridge this gap,
we �ne-tune the encoder as well as the decoder on the subjects
and corresponding images in Lexica-Dataset. We evaluate two
representative image captioning frameworks, i.e., BLIP and
GIT, in our experiments (see Section 4.6).
Modi�er Detector. Modi�ers are keywords or key phrases
related to speci�c elements or styles of the target image. A
high-quality prompt typically includes numerous and varied
modi�ers that complexly interact with each other to dictate the
style of the generated image. The goal of the modi�er detector
is thus to detect modi�ers in a given target image. A similar
task in the CV domain is object detection, which leverages a
multi-label classi�er to predict all objects in one given image
simultaneously. Existing multi-label classi�ers commonly
consist of a backbone model and a multi-label classi�cation
head. The backbone model outputs an image representation,
and the classi�cation head transforms the representation into
prediction logits. However, existing multi-label classi�ers can-
not be directly applied in the scenario of modi�er detection.
This is because they are primarily designed to output labels
like “cat,” “dog,” and “airplanes,” which are not modi�ers
such as artist names or painting styles. To adapt multi-label
classi�ers to our scenario, we reset the multi-label head layer
of the multi-label classi�er with Lexica-Dataset's modi�er
set and then �ne-tune the whole model on the modi�er sets
and corresponding images in Lexica-Dataset. In addition, we
apply a Sigmoid activation layer at the end of the multi-label
classi�ers to normalize the outputs to prediction posteriors.
The labels/modi�ers whose posteriors are higher than a prede-
�ned threshold are regarded as the stolen prompt's modi�ers.

After applying the subject generator and the modi�er detec-
tor to the target image, we concatenate the obtained subject
and the prompt modi�ers together as the �nal stolen prompt.

4.3 Experimental Settings
Text-to-Image Generation Model.We focus on Stable Diffu-
sion as it is one of the most prevalent text-to-image generation
models in the �eld. Besides, the open-source nature and the
active community support (e.g., Lexica) of this model enable
us to perform a large-scale evaluation. Most of our experi-



ments are directly performed on Lexica-Dataset. In certain
cases, we also need to use Stable Diffusion to generate im-
ages for evaluation. To this end, we adopt the of�cial Stable
Diffusion v1.4 model.4 For each image generation process,
we sample 50 steps with default settings [69]. The size of the
generated image is 512� 512. We also consider other repre-
sentative text-to-image generation models, like DALL�E 2
and Midjounery. However, since they are not open-source and
only provide non-free APIs, collecting large-scale datasets
from them is �nancially infeasible for us. As an alternative,
we directly apply PromptStealer trained on Lexica-Dataset
(based on Stable Diffusion) to them as a case study to test our
approach's generalizability (see Section 4.8).
PromptStealer. PromptStealer consists of two modules: a
subject generator and a modi�er detector. For the subject
generator, we evaluate two representative image captioning
frameworks, i.e., BLIP [31] and GIT [68]. Concretely, we �rst
adopt the BLIP and GIT model pre-trained on MS-COCO
dataset and then follow their default settings to �ne-tune them
on the subjects and corresponding images of Lexica-Dataset.
Regarding the modi�er detector, we assess two multi-label
frameworks, ML-Decoder [55] and Query2Label [33]. Note,
we have in total of 77,616 prompt modi�ers in Lexica-Dataset,
which can all be treated as labels for the multi-label classi�er.
However, many modi�ers only appear a few times (see Fig-
ure 3c). Therefore, in our main experiments, we only consider
modi�ers that appear more than 10 times (7,672 modi�ers)
as labels. We choose 0.6 as the threshold to decide whether
a label/modi�er is in the modi�er set of the stolen prompt.
The impacts of different label numbers and thresholds are
investigated in Section 4.6. PromptStealer is trained on 80%
of the samples in Lexica-Dataset, and the rest samples are
used for testing.
Baseline Methods.We consider three baseline attack meth-
ods in our experiments. The �rst baseline is a pre-trained
image captioning model. Given an image, the model pro-
duces a caption for the image, which is directly regarded as
the stolen prompt. Here, we regard BLIP pre-trained on MS-
COCO dataset as the �rst baseline. We further �ne-tune the
�rst baseline model on Lexica-Dataset as our second baseline.
Besides, we also include an open-source prompt engineering
tool, CLIP Interrogator [3] in our evaluation. This method
iteratively calculates the similarity between the combinations
of modi�ers and the target image. Once the similarity stops
rising, it regards the current combination as the stolen prompt.
Before comparison, we evaluate the performance of CLIP
Interrogator with two modi�er sets, i.e., the same modi�er set
as PromptStealer (7,637 modi�ers) and the complete modi�er
set of Lexica-Dataset (77,616 modi�ers). As shown in our
technique report [62], CLIP Interrogator with larger prompt
modi�ers demonstrates slightly better performance, therefore
we utilize CLIP Interrogator with the complete modi�er set

4https://huggingface.co/CompVis/stable-diffusion-v1-4 .

as the third baseline method.
Evaluation Metric. As discussed in Section 4.1, the adver-
sary has four quantitative goals: semantic similarity, modi�er
similarity, image similarity, and pixel similarity. Thus, we
adopt four quantitative metrics for these goals, respectively.

• Semantic Similarity. The semantic similarity is the co-
sine similarity between the embeddings of the target
prompt and the stolen prompt. We use CLIP's text en-
coder to get the embeddings.

• Modi�er Similarity. The modi�er similarity is the
Jaccard similarity between the modi�ers of the target
prompt and those of the stolen prompt.

• Image Similarity. The image similarity is the cosine
similarity between the embeddings of the target and
stolen images, which is a widely adopted metric to mea-
sure similarity between images, both at the semantic
level and the visual/pixel level [60]. Following previ-
ous works [15,60], we rely on CLIP's image encoder to
obtain an image's embedding. For each stolen prompt,
we generate four stolen images from Stable Diffusion
(by varying the random seed) to eliminate the potential
biases. We then calculate the similarity between each
stolen image and the target image and, in the end, aver-
age the results.

• Pixel Similarity. The pixel similarity is a traditional met-
ric to quantify the pixel differences between the target
image and the stolen, which are commonly calculated by
the complement of the mean squared error (MSE) [70].

We acknowledge that any metric has limitations. To perform
a comprehensive assessment, we also provide qualitative eval-
uations to assess the similarity perceived by the end-users.

• Human-Rated Similarity. The human-rated similarity
refers to the perceived similarity between target and
stolen images by end-users. Speci�cally, for each target
image and its corresponding stolen images, two label-
ers are assigned to label it using a 5-level Like-scaler,
ranging from “not similar at all” to “very similar.” The
detailed criteria for each level is stated in Table 11 in
Appendix. We randomly sample 10 target images in our
test set and report the mean value.

4.4 Quantitative Evaluation
Table 2 shows the performance of PromptStealer together
with the three baselines. We �rst observe that the image cap-
tioning model itself is not suf�cient to achieve a successful
prompt stealing attack. Even �ne-tuned on the Lexica-Dataset,
it only achieves 0.45, 0.14, 0.74, and 0.89 in semantic, modi-
�er, image and pixel similarities. To compare, PromptStealer
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Figure 7: Two attack examples of PromptStealer and the three baselines. The text below each image is the target/stolen prompt.

achieves 0.70, 0.43, 0.80, and 0.90 in these metrics, respec-
tively, while the corresponding results for the better baseline
CLIP Interrogator are 0.52, 0.01, 0.77, and 0.89. We also no-
tice that the modi�er similarity of PromptStealer is not as
high as other metrics. This is primarily because the modi�er
similarity is based on exact word matching, which is typically
not high in the NLP domain [25]. For example, modi�ers like
“digital art” and “digital painting” are not considered a match
despite their high semantic similarity. To address this, we
offer semantic similarity as an additional metric. We further
observe that the pixel similarity is not very distinguishable in
this scenario. For instance, PromptStealer performs slightly
better than CLIP Interrogator (0.90 vs. 0.89 in pixel similar-
ity). This might be due to the pixel similarity metric itself.
Since it is sensitive to changes in pixel values, it does not
necessarily consider the human perception of similarity. We
have evaluated other pixel-level metrics such as SSIM [70]
and pHash [63]. The performance is similar. Therefore, we
introduce human-rated similarity in the qualitative evaluation.

4.5 Qualitative Evaluation

Table 2 shows the human-rated similarity of PromptStealer
and three baselines. The Cronbach's Alpha among the label-
ers is 0.90 on average, demonstrating good inter-reliability.
We observe that PromptStealer gets far better human-rated
similarity compared with other methods. For instance, the
human-rated similarity for ImgCap, ImgCap (FT), Clip Inter-
rogator, and PromptStealer are 1.65, 3.20, 2.95, and 4.45.

Figure 7 further shows two attack examples of Prompt-

Table 2: The performance of PromptStealer and the three
baselines on Lexica-Dataset. ImgCap refers to the image
captioning method; ImgCap (FT) represents the image cap-
tioning method �ne-tuned on Lexica-Dataset. Human refers
to human-rated similarity.

Method Semantic Modi�er Image Pixel Human

ImgCap 0.19 0.00 0.65 0.89 1.65
ImgCap (FT) 0.45 0.14 0.74 0.89 3.20
CLIP Interrogator 0.52 0.01 0.77 0.89 2.95
PromptStealer 0.70 0.43 0.80 0.90 4.45

Figure 8: Transferability results of the example in Figure 7a.

Stealer and the baselines. Here, for each stolen prompt, we
let Stable Diffusion generate four images with different ran-
dom seeds to eliminate the potential biases. In both cases,
we can see that the stolen images by PromptStealer are more
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