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ABSTRACT

State-of-the-art Text-to-Image models like Stable Diffusion and
DALLE-2 are revolutionizing how people generate visual content.
At the same time, society has serious concerns about how adver-
saries can exploit such models to generate problematic or unsafe
images. In this work, we focus on demystifying the generation of
unsafe images and hateful memes from Text-to-Image models. We
first construct a typology of unsafe images consisting of five cate-
gories (sexually explicit, violent, disturbing, hateful, and political).
Then, we assess the proportion of unsafe images generated by four
advanced Text-to-Image models using four prompt datasets. We
find that Text-to-Image models can generate a substantial percent-
age of unsafe images; across four models and four prompt datasets,
14.56% of all generated images are unsafe. When comparing the
four Text-to-Image models, we find different risk levels, with Sta-
ble Diffusion being the most prone to generating unsafe content
(18.92% of all generated images are unsafe). Given Stable Diffusion’s
tendency to generate more unsafe content, we evaluate its potential
to generate hateful meme variants if exploited by an adversary to
attack a specific individual or community. We employ three im-
age editing methods, DreamBooth, Textual Inversion, and SDEdit,
which are supported by Stable Diffusion to generate variants. Our
evaluation result shows that 24% of the generated images using
DreamBooth are hateful meme variants that present the features
of the original hateful meme and the target individual/community;
these generated images are comparable to hateful meme variants
collected from the real world. Overall, our results demonstrate that
the danger of large-scale generation of unsafe images is imminent.
We discuss several mitigating measures, such as curating training
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data, regulating prompts, and implementing safety filters, and en-
courage better safeguard tools to be developed to prevent unsafe
generation.!

Disclaimer. This paper contains unsafe language and imagery
that might be highly offensive to some readers, such as Anti-
semitic content. We include them in the paper to highlight
the risks of Text-to-Image models and raise awareness about
their potential misuse. While we blur or censor Not-Safe-for-
Work (NSFW) imagery, reader discretion is advised.

CCS CONCEPTS

« Security and privacy — Social aspects of security and pri-
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1 INTRODUCTION

Text-to-Image models [15, 30, 51, 55] are gaining unprecedented
popularity for their out-of-the-box functionality and impressive
ability to generate realistic images, such as drawings, illustrations,
and photographs. These models take as an input a natural language
description, namely a prompt, and they produce images matching
the description. Millions of users have started using these Text-to-
Image models, e.g., Stable Diffusion [55] and DALL-E 2 [51], and
created tens of millions of images in a few months [23]. Besides,
advanced methods are proposed for these Text-to-Image models to
enhance their capability of depicting specific subjects. For instance,
Waifu Diffusion [26] fine-tunes Stable Diffusion to generate anime-
styled images; DreamBooth [56] aims at fine-tuning Text-to-Image

10ur code is available at https://github.com/YitingQu/unsafe- diffusion.
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(a) Original Pepe the Frog (b) Al-generated Variant

Figure 1: Examples of original Pepe the Frog and an Al-
generated variant that fuses Pepe the Frog and Pope. The left
image is from the Know Your Meme (KYM) website [ 11], and
the right is collected from the subreddit r/pepethefrog [  24].

models so that they can represent unique subjects using a small
number of images showing the subject.
Due to the popularity of these models and their ability to gener-
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images, includingsexually explicit, violent, disturbing, hatefahd
political images (these categories constitute the scope of unsafe
images in our study). Then, we assess the safety of four popular
and open-source Text-to-lImage models (Stable Di usion, Latent
Di usion, DALL E 2-demo, and DALE mini) using three prompt
datasets that are likely harmful; the datasets originate from 4chan,
the Lexica website, and a manually created template-based prompt
dataset. We use these harmful prompts as we intend to measure the
worst-case scenario when an adversary aims to generate unsafe
content. We also evaluate models' safety using a harmless prompt
dataset from MS COCO captions, which describes common objects
and serves as a baseline. To quantitatively measure the safety of
generated images, we train a multi-headed safety classi er, which is
an image classi er and detects unsafe images based on the de ned
scope of unsafe images.

To answer RQ2, we rst investigate whether Text-to-Image mod-
els can generate hateful memes by simply providing the meme
name as the prompt. Given the fact that models cannot generate

ate realistic images, the research community has raised concerns most of these memes directly, we then investigate whether an ad-

regarding the models' misuse for unsafe image generatisp 59.
A real-world case is Unstable Di usion, which is a community that

versary could use image editing methods to generate hateful memes
to attack a speci c individual/community. We systematically eval-

focuses on generating sexual content using Stable Di usion and uate the potential of Stable Di usion in generating hateful meme
has attracted more than 46K members in their discord ser#. [ variants when combined with di erent image editing methods,
Even though developers of Text-to-lmage models have made some DreamBooth, Textual Inversion, and SDEdit. Speci cally, we rst
pre-emptive attempts, such as putting in place safety IteI] design prompts to describe how the target individual/community
to check the output of models, these unsafe synthetic images con- is depicted in the hateful meme variants from the real world. Then,
tinue to generate and spread across both mainstream and fringe we input a hateful meme and designed prompts to Stable Di usion
social networks P2 24 25, e.g., Reddit, Twitter, and 4chan. At  with di erent image editing methods to generate hateful meme
the same time, we observe unsafe content shared via memes, i.e.yariants. Through the lens of two notorious hateful memes, i.e.,

hateful memesmerging on Web communities[4]. For instance,
Figure 1 shows the notorious Pepe the Frog menig[and its
Al-generated variant fused with Pope. Such meme variants can

Happy Merchant B] and Pepe the Frogl[§, we quantitatively and
qualitatively evaluate the quality of generated hateful meme vari-
ants compared to a real-world benchmark dataséd[ Additionally,

be created for malicious purposes, such as disseminating hateful we conduct a case study, adding ChatGRJif the loop to design

ideologies targeting a speci ¢ individual or community (targeting
Pope in the above case). Overall, it is crucial to understand and

more descriptive prompts, to study whether this exacerbates the
issue of hateful meme generation. Ultimately, we discuss the impact

measure how prone Text-to-Image models are to generate unsafe of this misuse in the real world.

content, including hateful memes. More importantly, there is a

need to investigate the consequences of adversaries deliberately

exploiting such models to generate unsafe content, mainly because

the models can generate realistic images in a few seconds, hence

opening up possibilities for large-scale hate campaigns online or
for large-scale dissemination of unsafe content on the Web.

Our Work. In this paper, we aim to bridge this research gap, by
focusing on two research questions:

(1) RQ1: Safety Assessment.How can we detect unsafe con-
tent, and how prone are Text-to-Image models to generating
unsafe content if the adversary aims to misuse the model
deliberately? What are the di erences between models and
prompt datasets? What is the root cause of generating unsafe
content?

(2) RQ2: Hateful Meme Generation. As a speci c type of un-
safe content, hateful memes can be particularly harmful due
to their potential for wide dissemination. Can adversaries ex-
ploit Text-to-Image models to generate hateful memes? How
successful is the automatic generation of hateful memes?

To answer RQ1, we rst conduct a preliminary investigation on

Stable Di usion, identifying ve categories of generated unsafe

Main Findings. Our analysis makes the following main ndings:

(1) We show that our image safety classi er outperforms ex-
isting ones, such as the built-in safety Iter in Stable Dif-
fusion. The image safety classi er outperforms the safety
Iter provided by Stable Di usion by 0.15, 0.28, 0.26, and
0.27, in terms of accuracy, precision, recall, and F1-Score,
respectively RQ1).

(2) A considerable percentage of generated images (14.56%)
across the four Text-to-Image models and our four prompt
datasets are unsafe, highlighting that these models are prone
to generating unsafe content. At the same time, we nd that
Stable Di usion is the most prone to generating unsafe con-
tent compared to the other three models (18.92% of all gen-
erated images are unsafe). Also, we nd that Text-to-Image
models generate more unsafe content when provided with
our Template prompt dataset compared to other datasets.
Finally, the root cause of the unsafe generation can be traced
back to a substantial number of unsafe training images; we
estimate that 3.46%-5.80% (depending on the image model)
of training images are unsafdRQ1).
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(3) We ndthatan adversary can easily generate realistic hateful
meme variants, especially when using the DreamBooth im-
age editing technique on top of Stable Di usion. Our analysis
shows that the generated variants have similar characteris-
tics as our real-world hateful meme datas&Q@2).

images. These models are usually composed of a language model
that understands the input prompt, e.g., CLIP's text encods} [
or BERT B1], and an image generation component to synthesize
images, e.g., di usion modeBH and VQGAN 9. Take Stable
Di usion [ 59 as an example, the image generation starts from a
(4) Our evaluation result shows that 24% of all the generated latent noise vector, which is converted into a latent image embed-
memes variants (using DreamBooth on top of Stable Di u- ding while being conditioned on the text embedding (output of the
sion) are indeed successful (i.e., the meme combines both text encoder). The image decoder in Stable Di usion will decode
the features of the original hateful meme and the target the latentimage embedding to an image.
individual/community) RQ2). In this study, to explore the generation of unsafe images of Text-
(5) We nd that by using ChatGPT, an adversary can potentially  to-Image models, we select four pre-trained models based on several
increase the diversity and quality of the generated memes, considerations: 1) the popularity of these models; 2) the fact that
targeting speci ¢ individuals/communitiesRQ2). they are publicly available; 3) the disclosed risks in generating
Contributions. Our work makes three important contributions.  unsafe imagesi9, e.g., Stable Di usion$5 and DALL E mini [3Q
First, we conduct a systematic safety assessment of multiple popular have their own channels on Know Your Mem&]] website. We
Text-to-Image models with prompts from diverse sources. We also provide more details about the four Text-to-Image models below.
investigate the cleanliness of the models' training data in an attempt ~ Stable Di usion [55] is a latent di usion model released in 2022.
to trace the source of generated unsafe content. Second, we take It is trained on a subset of the LAION-5B% dataset. Speci cally,
the rst step in evaluating the potential of Text-to-Image modelsin ~ we adopt the sd-v1-4 checkpoiRtthat is pre-trained on LAION-
generating hateful memes. In the evaluation process, we systemati- aesthetics v2 5+d1], a dataset of 600 million image-text pairs with
cally design prompts, generate hateful meme variants using various predicted aesthetics scores of higher than ve.
image editing methods, and evaluate the generated variants' quality Latent Di usion [59 is also a latent di usion model with similar
using multiple metrics. Our ndings demonstrate the substantial — architecture as Stable Di usion. The di erence is that Latent Dif-
risk of Text-to-lmage models in generating unsafe content, espe- fusion utilizes BERT as the text encoder instead of CLIP in Stable
cially hateful memes, highlighting the need to strengthen safety Di usion. The Latent Di usion checkpoinf we adopt is pre-trained
measures in the image-generation process. Third, we discuss severalon LAION-400M [63].

mitigating measures following the supply chain of a Text-to-Image
model, including curating training data before model training, reg-
ulating prompts when the model is put to use, and implementing

DALL E 2-demo [5]] is a di usion-based Text-to-Image model,
also known as unCLIP. It rst feeds a CLIP text embedding to an
autoregressive or a di usion prior model to produce an image em-

post-processing safety classi ers after the model generates unsafe bedding. It then decodes this embedding into an image. Currently,

content. We argue that these e orts are a step towards mitigating
this emerging threat that arises from these generative models.
Ethical Considerations. We work entirely with anonymous and

the o cial DALL E 2 model has not been released. As a replica,
DALL E 2-demd implements DALLE 2 and is pre-trained on a
subset of LAION-2B [12].

publicly available datasets from 4chan and the Lexica website, and DALL E mini [3(Q is a sequence-to-sequence Text-to-Image model.
there are no risks related to user de-anonymization, therefore, our Since the o cial DALL E pre-trained model is also not accessible,
work is not considered human subjects research by our Institu- we adopt DALLE mini as an alternative. DALE mini is pre-
tional Review Boards (IRB). Nonetheless, there are some important trained on three mixed datasets, including Conceptual Captions
ethical considerations that we need to account for. First, our work (3M) [65], Conceptual-12M [29], and YFCC-15M [68].

involves the generation of unsafe content by Text-to-lmage models.

To minimize the risk, all the manual annotations are performed by 2.2 Image Editing Methods

the authors of this study, hence there is no exposure of third parties, |mage editing with Text-to-Image models is a popular tasd[
such as crowdsourcing workers, to potentially disturbing and un- 44 56, It allows users to modify a given image, such as changing
safe images. We also follow standard ethical guidelines [54] when its style, placing it in a new context, and composing it with other
collecting and analyzing the datasets, such as reporting results on gbjects. The existing image editing methods usually work as follows.
aggregate. Second, since one of our goals is to measure the risk of First, with the given image, the Text-to-Image model learns its
Text-to-Image models in hateful meme generation, itis inevitable djstribution and transforms it into a special vector (the vector type
to disclose how a model can generate hateful memes. This indeed gepends on di erent image editing methods introduced below).
raises concerns for potential misuse. However, we strongly believe Then, with this special vector, a user can leverage the Text-to-
that raising awareness of the problem is even more important, as it |mage model to generate image variants gu|ded by new promptsl In
can inform Al praCtitiOnerS and the research Community to deVelOp this Study’ to generate hateful meme variantsl we use three image
safeguard tools to mitigate the generation of unsafe content. editing methods to edit real-world hateful memes.

DreamBooth [5€ is a learning-based image editing technique
for Text-to-Image models. To edit an image with DreamBooth, we

2 BACKGROUND

2.1 Text-To-Image Models

Text-to-Image modelsls 30 51, 55 enable users to input natu-
ral language descriptions, namefyrompts to generate synthetic

2https:/igithub.com/CompVis/stable-di usion.
3https://gi'[hub.com/CompVis/Iatent-di usion.
“https://github.com/lucidrains/DALLE2-pytorch.
Shttps://github.com/borisdayma/dalle-mini.
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rst need to collect several similar images from the real world and
design a prompt containing a special character. For instance, to edit
a real-world image of a speci c dog, we can use the prompt an
image of a [V] dog. Then, with these images and the prompt, we
ne-tune the entire Text-to-Image model to bind these images with
the text embedding of a [V] dog. Users can input new prompts to
the ne-tuned Text-to-Image model to generate the edited image,
where the new prompt must contain the above special character,
e.g., a[V]dog in the beach.

Textual Inversion [34] is an optimization-based image editing
method for Text-to-Image models. To edit an image with Textual
Inversion, users are also required to collect several similar images
and a prompt containing a special character, e.g., [V]. Instead
of ne-tuning the entire Text-to-Image model like DreamBooth,
Textual Inversion optimizes the embedding of the special character
[V] to learn the distribution of the given images while keeping
the model's parameters frozen. Then, users feed the new prompt to
the Text-to-Image model (containing the special character) to edit
the images, e.g., a[V]inthe beach.

SDEdit [44 is stochastic di erential equation editing for di usion
models. It synthesizes real-world images by iteratively denoising
through a stochastic di erential equation based on the di usion
model's generative prior. To edit a real-world image, it rst trans-
forms the image to a starting noise vector (starting point of image
generation) and then generates a new image conditioning both on
the starting noise vector and a new prompt. Unlike other image
editing methods, model training or de ning special characters is
not required. As SDEdit is employed as the built-in image editing
function of Stable Di usion, users can directly input an image and
a prompt to generate a modi ed image.

3 PRELIMINARY INVESTIGATION

In this section, we present our preliminary analysis, aiming to
characterize the types of unsafe images generated by Text-to-Image
models for more in-depth analysis in later sections.

3.1 Prompt Collection for General Unsafe
Image Generation

To collect prompts that are prone to elicit unsafe image generation,
we focus on two sources: 1) 4chati[a fringe Web community
known for the dissemination of toxic/unsafe images; and 2) the
Lexica [L3 Website, which contains a large number of generated
images from Stable Di usion and the corresponding prompts. We
focus on these two sources as we aim to collect a set of textual
prompts that are likely to result in unsafe images while at the same
time written by real people (i.e., they are not synthetic texts). We

Yiting etal.

previous work by Qu et al.49. The raw 4chan posts are naturally
not good prompts due to the fact that 4chan data is noisy and of-
ten contains slang words, such as anon, 4chan, etc., leading to
unnatural images that contain random letter§9. To improve the
image generation quality, we select 4chan posts based on syntactic
structure analysis. Concretely, we rst summarize the syntactic
patterns from a standard caption dataset, i.e., the MS COCO cap-
tion dataset 7, and then select sentences in the 4chan dataset
whose syntactic structure matches the syntactic patterns from the
MS COCO captions. We collect 59,409 sentences that match the
syntactic patterns. We also use Google's Perspective ABItp
measure the text toxicity and treat sentences as toxic if they have a
Severe Toxicity score higher than 0.8, following previous work on
content moderation$3 66. Finally, we obtain 2,470 sentenceaw/
4chan prompigthat share the same syntactic structure with the MS
COCO caption dataset and are toxic according to Perspective API.
Lexica. Lexica [L3 is a website that provides a massive collection

of over ve million Stable Di usion-generated images and the corre-
sponding user-generated prompts. This massive collection contains
many inappropriate images, as shown if9. Lexica also o ers an
image retrieval API that returns the top 50 most similar images and
their prompts, given a text. This allows us to systematically collect
prompts by querying Lexica with unsafe keywords. Here, to collect
prompts covering a wide range of unsafe images, we use keywords
from the DALLE content policy [] that state what constitutes
unsafe content, e.g., hate, harassment, violence, and sexual content.
We use 34 keywords in the DALE content policy to query Lexica

in November 2022 and collect 1,577 potentially harmful prompts
after de-duplication.

3.2 Scope of Unsafe Images

The scope of unsafe images is broad yet ambiguous. For instance,
Schramowiski et al.§( consider data (images) that, if viewed di-
rectly, might be o ensive, insulting, threatening, or might otherwise
cause anxietyas inappropriate images. However, what is consid-
ered inappropriate can be subjective based on one's cultural and
social predisposition§9. We currently lack a comprehensive and
rigorous de nition of what constitutes unsafe images in the research
community. To avoid introducing biases from the use of a single
de nition, we integrate the de nitions from multiple references,
including the DALLE content policy [], the above-mentioned
concept (inappropriateness) and its detector Q&6 [and the com-
mercial visual moderation tool Hivel[(. We follow a data-driven
approach to identify the scope of unsafe images. Speci cally, we
categorize the generated images that are potentially unsafe into
clusters and then conduct a thematic coding analysis to identify

use these sources as they have been extensively used in previousthe main themes that emerged from the clusters.

work for studying online harm. For example, 4chan is widely used
to study unsafe content such as Antisemitism/Islamophol3§
Sinophobia §6], and hateful memes49, 70; and Lexica provides
rich image-prompt pairs for studying prompt engineerind® and
also the safety of Al-generated images [59].

4chan Dataset. 4chan [l] is an anonymous image board known
for spreading toxic and racist ideology. We use the dataset from
Papasavva et al4[/], containing 134M posts, from which we sample

Clustering. We feed the 4,047 prompts (2,470 from 4chan and
1,577 from Lexica, presented in Section 3.1) to Stable Di usion and
generate 12,141 images (three images per prompt). Note that we
remove the built-in safety Iter in Stable Di usion to ensure we get
unsafe images agged by the safety lter. To identify unsafe images,
we use Q16, a detector for detecting inappropriate imagi3.[Q16
detects unsafe images by adapting the CLIP model to an image
detection task via prompt learning. We detect 4,840 unsafe images

13M posts spanning from June 30, 2016, to July 31, 2017, followingwith Q16, which accounts for 39.90% of all generated images. We
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(a) Sexually Explicit (b) Violent (c) Disturbing (d) Hateful (e) Political
(Cluster 1) (Cluster 2) (Cluster 3) (Cluster 4) (Cluster 5)

Figure 2: Examples of unsafe images from ve clusters. We blurred the sexually explicit images in cluster 1.

then employ K-means3§ to cluster the unsafe images. We query 4 RQL1: SAFETY ASSESSMENT

the CLIP image encoder (ViT-L-14) with generated images and then |, this section, under the scope of unsafe images, we conduct a
perform K-means clustering on the embedding output. To determine - safety measurement on Text-to-Image models.

the optimal number of clusters, we utilize the elbow methd§] [

with the metric distortion in the range of 2 and 50. This result shows 4 1 Prompt Collection

that 16 clusters o er the best clustering performance. We further
manually inspect all 16 clusters and nd that each cluster contains
images that share similar content.

Thematic Coding Analysis. To extract themes from the 16 clus-
ters, we conduct thematic coding analys&d, which is a common
method in social science and usable security to identify patterns
or themes by qualitatively analyzing dat&f, 28 4Q. To do this,

we select ten images from each cluster whose image embeddings
are closest to the cluster centroid, as determined by the K-means
algorithm. Initially, two authors became familiar with all the se-
lected 160 images and independently generated initial codes for al
images. The initial code is a piece of descriptive text that identi es
key concepts appearing in the imag2§ 40, e.g., ghting scenes.

In Section 3, we have performed a preliminary study and used some
coarse-grained prompts to identify the scope of unsafe images.
Next, we dive deeper to systematically construct di erent sets of
prompts to reveal the risks of Text-to-Image models. Speci cally,
we construct three prompt datasets that are likely to be related to
the ve unsafe categories and one prompt dataset that is supposed
to be safe. Table 1 summarizes the four prompt datasets. Below, we
elaborate on the four prompt datasets used in our safety assessment.
4chan Prompts. We start with the 2,470 raw 4chan prompts (see
| Section 3.1) and perform an additional Itering step with the goal
of increasing the quality of the generated images. Based on our
preliminary analysis (see Section 3), we notice that some of the

We discuss the coding results and re ne them to create a codebook. gene_rated images are of poor quality or unnatu_ral. This nding is
We then conduct the second coding round to re-code all images con5|stgnt with previous work by Schramowski et.aﬁq. To ad- .
based on the agreed codebook. To assess the reliability of the cod-dre_Ss this, we sel_ect Achan prompts that are more Ilkel_y t_o describe
ing agreement, we calculate the Fleiss' kappa sc@®,jand nd a their generated |m_ag_es, namely prompts of hlghscrlptl\/_en_ess
score of 0.74, which indicates a good level of agreement. Third, we To calculate descriptiveness, we caIF:uIate the BLIP smplamy pe-
review the codes and group them together if they present similar t;/ve(ta_n th;zpr]f)rl?pt _and the_generatelsd 'né?_?g (fy _Stab!e Di usion in
content. Finally, we create overarching themes that emerged from >ection S. )fo owing previous wor H. [Tis an image cap-
the grouped codes. With the thematic coding analysis, we identify toniNg model containing an image encoder and a text encoder, and
ve themes that contain unsafe content, i.e., sexually explicit, vio- BLIP similarity is calculated with embeddings from two encoders.
lent, disturbing, hateful, political, and one theme that contains safe We choose BLIP over CLIP here as some Text-to-lmag_e models al-
miscellaneous images. We then determine the theme of the 16 clus- ready use CLIP as the text encoder in the image generation process,
ters by identifying the dominant code based on the above coding such as Stable Di usion, gnd_therefore using BLI_P asa thlrd-party
result. We demonstrate examples of ve clusters in Figure 2, each model can help reduce bias in cglculatm_g descrlptlve_ngss. Finally,
representing an unsafe theme. The displayed images are carefully V¢ Sflﬁa the top 5(;)0 pron;pts with tfhe highest descriptiveness as
selected from the top 36 closest images to each cluster centroid. our achan prompt at_aset or our safety assessmer_n.

Scope of Unsafe Images.From the above ndings, we have iden- Lexica Prompts. We aim to collect prompts from Lexica that cover
tied ve unsafe categorie§: sexually explicitviolent disturbing the ve unsafe categories. To do this, we query the Lexica website
hateful andpolitical. In this study, we focus on the above ve unsafe with keywords related to the ve categories and collect the r_eturm_ad
categories and consider a synthesized image unsafe if it presents at prorr?pts. We collect ,6(,3 kei/\lN(ir?dlf for V% unsafe categories, with
least one of them. To provide a detailed description of each category, each category containing 11- eyworas.

we align them with those in DALLE content policy [] and the The seSIectlgn cl)lf these ITeytvvlo7rds IS rltlaferenlt_:e_;jkfrom n:qu?pIe
commercial visual moderation tool Hive [10]. sources. speci cally, We Select %7 sexually explict keywords from

the word list in [52; 14 words related to violence are selected from

- "The keywords and phrases will not be publicly disclosed due to ethical considerations.
SFor the rest of the paper, we will use the term category to refer to theme. We will only provide them upon request for research purposes.
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