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[1] https://www.smithsonianmag.com/smart-news/this-state-fair-changed-its-rules-after-a-piece-made-with-ai-won-last-year-180982867/
[2] https://www.theverge.com/2024/1/16/24040124/square-enix-foamstars-ai-art-midjourney
[3] https://www.cosmopolitan.com/lifestyle/a40314356/dall-e-2-artificial-intelligence-cover/
[4] https://chytomo.com/en/ai-in-book-design-a-valuable-tool-or-underrating-of-work/
[5] https://promptbase.com/prompt-purchase/4PPwdxOciCexceN48e62
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What is Text-to-Image Generation Model
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Prompt

Text-to-Image
Generation Model

Images from https://lexica.art/

Generated Image



Prompt for Text-to-Image Generation Model
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Prompt A treehouse in ancient forest

Generated Image



Prompt for Text-to-Image Generation Model
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A treehouse in ancient forest, 
diffuse lighting, fantasy, intricate, 
elegant, highly detailed, lifelike, 
photorealistic, digital painting, 
artstation, illustration, concept art, 
smooth, sharp focus, art by John 
Collier and Albert Aublet and 
Krenz Cushart and Artem Demura
and Alphonse Mucha.

Prompt

Text-to-Image
Generation Model

Subject depicts the main object

Generated Image

Modifiers describe styles
• Trending: Pixiv, Pinterest, …
• Artist: wlop, greg rutkowski, artgerm, ….
• Medium: concept art, digital art, …
• Movement: fantasy art, photorealism, …
• Flavor: highly detailed, 8k, …

Based on our measurement
on 61K real-world prompts



A story of prompt engineer @anthony
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Prompt Engineer

Ideal Image
In @anthony’s brain



A story of prompt engineer @anthony

7

Prompt Engineer Ideal Image
In @anthony’s brain

Prompt Obtained Image

A mermaid



A story of prompt engineer @anthony
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Prompt Engineer Ideal Image
In @anthony’s brain

Obtained Image

Watercolor illustration of a 
mermaid
Watercolor illustration of a 
mermaid. Ethereal and 
mystical atmosphere.

Watercolor illustration of a 
mermaid. Ethereal and 
mystical atmosphere. 
Ancient architecture.

Watercolor illustration of a 
mermaid. Ethereal and 
mystical atmosphere. 
Ancient architecture. 
Smoky and misty effects.

Prompt



A story of prompt engineer @anthony

* We omit key part of the prompt to protect the intellectual property of the prompt engineer.9

Prompt Engineer Ideal Image
In @anthony’s brain

Prompt

Obtained Image

Watercolor illustration of a 
mermaid. Ethereal and 
mystical atmosphere 
… 
soft, diffused lighting
…
Delicate brush strokes
…
nature and ancient 
architecture
…. 
Smoky and misty effects 
… 
enchanting mood.



@anthony is proud of his prompt, so he sells his prompt
on a prompt marketpalce
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These prompts bring @authony $ 18,000+!



There are thousands of prompt engineers like @anthony
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• Top 50 prompt engineers
• Sold 45,000 prompts in 9

months
• Gained ~$186,525 (estimated in

2023.10)



As Well As Prompt Trading Marketplaces
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High-quality prompts become new commodities and are traded in new
marketplaces



Attack ?
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• Given an image generated by a text-to-
image generation model, whether an 
attacker can infer its corresponding 
prompt?

• We name this novel attack as prompt 
stealing attack



Threat Scenario
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Attack Methodology
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• As our previous measurement shown that subject and modifiers are both
important, thus…

Attack Methodology
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• As our previous measurement shown that subject and modifiers are both
important, thus…

Attack Methodology

17

Target Image

Subject

Stolen Prompt

Modifiers

Subject Generator

Features

Image /
Unimodal
Encoder

Text
Decoder

A cat
wearing
sunglass

Logits
Si
gm

oi
d

Modifiers

Modifier Detector

Multi-
Label

Classifier he
ad

cyber
fantasy art
rococo

wlop
elegant

4k

Replace he
ad PromptStealer

Lexica-dataset
ft



Experimental Setup
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• Text-to-Image Generation Model: Stable Diffusion
• Baseline:

- An image captioning model (blip)
- Fine-tuned BLIP on Lexica-Dataset (our collected dataset)
- CLIP Interrogator (an open-source tool)

• Evaluation Metric
- Quantitative:

- Semantic similarity
- Modifier similarity
- Image similarity
- Pixel similarity

- Qualitative:
- Human-Rated Similarity



Qualitative Evaluation
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Quantitative Evaluation
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• PromptStealer outperforms baseline both quantitatively and qualitatively



Prompt Stealing Attacks on Other Model
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DALL·E 2



Compared PromptStealer to ChatGPT Plugin
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• A popular prompt generator in the GPT store

• PromptStealer outperforms the GPT in recognizing the art style of the target 
image



• Can we reduce PromptStealer’s machine learning models’ performance?

Defense
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• Can we reduce PromptStealer’s machine learning models’ performance?

Defense
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Qualitative Evaluation
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Conclusion
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• The first study on prompt stealing attack

• This work has also been recognized in Microsoft Vulnerability Severity 
Classification for AI Systems1

• PromptStealer outperforms baseline methods both quantitatively and 
qualitatively

• We also make the first attempt to mitigate prompt stealing attacks by 
proposing PromptShield

[1] https://www.microsoft.com/en-us/msrc/aibugbar

https://github.com/verazuo/prompt-stealing-attack

https://huggingface.co/datasets/vera365/lexica_dataset

xinyueshen.me

https://github.com/verazuo/prompt-stealing-attack
https://huggingface.co/datasets/vera365/lexica_dataset
https://xinyueshen.me/

